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Motivation: blockchain
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Motivation: blockchain

A blockchain is a distributed infrastructure that
is cybersecure by construction

Not the usual question: not “how to secure it?”
but “what can we do with something that is secure?”



interoperability

Motivation
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Interoperability is being widely adopted

| Os billions of USD locked in cross-chain bridges

Timeline of Cross—Chain Bridge Hacks
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Einescia Motivation: interdisciplinarity

Computer Science — distributed syst., crypto, security,
programming,...

Economics — investment, incentives, game theory,...
Law — MICA, Pilot DLT, elDAS 2, DACS8/taxes,...

Sociology — decentralization, DAOs, adoption,...
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@ﬁggggcid A cautionary note

Blockchain

facets of
the same
technology




@ﬁggggcid “Blockchain’ has two meanings

) Data structure — append-only, chain of blocks of
transactions — ledger



@isgesud “Blockchain” has two meanings

2) Distributed system - set of Internet nodes/peers

— They execute software and keep a copy of the chain

— They run a consensus algorithm to agree
on the next block to append to the data structure @3

\

Today | will use the term Blockchain always in this sense




@ inescid

Blockchain relevant properties

Awvailability & integrity — works 24/7 even if some nodes are
compromised (intrusion tolerance, Byzantine fault tolerance)

Auditability — the ledger is visible to “everyone”, so it can be verified
Immutability — once a transaction is appended, it’s not removed

Programmability — transactions cause the execution of code, enabling
automation

Decentralization — properties above without trust on a third party —
this is what is new in Blockchain!



@igesc id Bitcoin

lisboa

* Bitcoin is a cryptocurrency
— a digital asset
— = fiat currencies (e.g., Euro), but not issued by a central bank

* Who issues the coin? Who ensures we can trust it?

— A blockchain system (thousands of nodes) EE—@

— that execute Bitcoin software / AN
— and keeps copies of the blockchain (data structure) @E\ Q Eﬁ
— Decentralized! AN /



@igescid Ethereum é

e Another blockchain that implements a cryptocurrency (ether)
— Introduced the notion of smart contract

e A smart contract is:

— Software, i.e., a program

— Stored & executed in the blockchain nodes (thousands)
— May involve asset transfers (in ether)

— Not usually smart or (legal) contracts

“World Computer”
(Ethereum) executes
smart contracts (services)

clients

(use services)




& inescid 1 okens

* Token: a blockchain-based abstraction that
represents something that can be owned; examples:

— Digital assets, e.g., ERC-20

— Equity (part of some entity)

— Collectibles (NFTs)

— Real World Assets (also NFTs)

* Tokens are generated, stored and transferred in
smart contracts



@ﬁsigggcid Blockchain variants

e Permissionless for public use
— ex.: Bitcoin and Ethereum

— any server can join the network (no permission needed)

e Permissioned for consortium or private (?) use
— ex.: instances of Hyperledger Fabric, Hyp. Besu, Quorum, Corda
— servers must have permission to join

— participants already have some degree of trust among them, but want to
simulate the services of a neutral third party
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Linescic Why Blockchain Interoperability?

Scalability — LI-LI and L1-L2

Exchange tokens in a public blockchain by tokens in
another

Unwillingness to share data in a common
private/consortium blockchain



@ inescid

Blockchain Interoperability

D —

Blockchain A

Interoperability
Mechanism

—

Blockchain B



@inescid Blockchain Interoperability challenges

Not 2 nodes but 2 decentralized infrastructures!

Interoperability

M! ﬁ = @/ Mechanism \.ﬁ &” ﬁ “

Blockchain A Blockchain B

Technical: No single node to contact and contacting one is not enough
Technical: Consensus finality may be uncertain and require time (minutes)
Sociologic: Created by young enthusiastic people focused on products, not security



Oinescid Example: Blockchain Bridges

Metamask Ronin

Transfer

A
A

OEH © WETH LINK S GHO

20 |



@ﬁsigggcid Example: how a token bridge works?

Off-Chain IM

deposit

tokens
Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

2 IM = Interoperability Mechanism



@ﬁsigggcid Example: how a token bridge works?

Off-Chain IM

deposit

tokens
Bridge Contract Bridge Contract
| Blockchain A Blockchain B
)




@ﬁsigggcid Example: how a token bridge works?

observes state changes

Relays information or proof

B R Off-Chain IM

deposit

tokens
Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

23



@ﬁsigggcid Example: how a token bridge works?

observes state changes Relays information or proof

r—=— == - Off-Chain IM

deposit

tokens
Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

24



@ﬁggggcid Example: how a token bridge works?

observes state changes Relays information or proof

r—=— == - Off-Chain IM

deposit : withdraws

tokens tokens

Bridge Contract
Blockchain A

Bridge Contract
Blockchain B

There are multiple modes:
* Lock-mint (in the diagram)
e Burn-mint

* Lock-unlock

25



@inescid IM architectures

Centralization Trusted Computation
R = 07 = A AR = = D
-— — — —
Chain A Chain B Chain A Chain B
Permissionless Blockchain Permissioned Blockchain

[ ~ D 7 W R 2\
-— ﬁ «— -— —
Chain A Chain B Chain A Chain B

26



Einescia  IM architectures (cont.)

Fraud Proofs Validity Proofs (e.g., SNARKSs)
Chain A watchers Chain B Chain A Chain B

Hash and Time Locks

A 3

W and more...
Chain A Chain B

oS r~

»
|

A

27
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@ inescid

How to classify IMs
based on security
guarantees?

29



Linescid Impossibility result

There exists no asynchronous cross-chain
communication protocol that is tolerant to
misbehaving nodes without a trusted third party.

(the problem can be reduced to fair exchange)



éﬁsigggcid Trust spectrum for bridges

Bonded systems Optimistic Bridges Light clients and relays
(Polygon's POS Bridge) (Nomad) (IBC)

Trust the Code
(Trustless)

®

Trust the Human
(Trusted)

Trusted systems with no Insured Systems Liquidity Networks ZK Bridges
staked collateral (Binance Bridge) (Axelar) (Connext, Hop) (None exist)

i

o\ |

. Externally Verified . Optimistically Verified Locally Verified Natively Verified LLFI

. Source: https://blog.li.fi/li-fi-with-bridges-trust-is-a-spectrum-354cd5ala6d8
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The Trust Spectrum
doesn’t say all we need



Linescia A set of properties

33

Integrity

of the system, data, and assets

Accountability

of participants for integrity breach attempts

Availability

of system to process cross-chain transactions




Einescia Vulnerabilities in Interoperability

17

22

Operational Layer Implementation Layer
Protocol Layer « Network Layer e Privacy Leaks

34

Vulnerability/Leak Mitigations
© VY, Honest mining assumption [45] M- M
©® VY, Absence of identity verification [45], [71], [72] Mg-My;
© V; Network isolation [38], [45], [62], [77] Mg, M,
© VY, Outdated light client state [45], [53], [150] M
© V5 Wrong main chain identification [6], [45], [77] Mg
©® Vg Incorrect event verification [151]-[154] Mip-Myy
©® VY, Acceptance of invalid consensus proofs [155] M
© V; Absence of chain identification [156] My
© V, Submission of repeated inclusion proofs [21], [45], [77], [157] M,
© V,, Counterfeiting assets [45], [77], [158] M g-My;
©® V,, Involuntary timelock expiry [63], [85] 29-Ms

© V,;, Unset withdrawal limits [156], [159]

©® V,; Action withhold [58], [61], [80], [86], [86], [94], [160]
©® V,, Unspecified gas limit [161]

© V5 Resource exhaustion [45], [55], [57], [60], [65], [69]
©® V¢ Single point of failure [156], [162]

© V,; Publicly identifiable operators [74]

© Vg Misaligned incentive mechanisms [38], [60], [65], [122]
©® V4 Token price volatility [45], [74], [77], [80], [82], [83]
© V,, Centralized power [65], [162], [163]

© V,, Verifier’s dilemma [163]

©® V,, Manipulation of exchange rates [29], [164]-[167]

Myg-Ms,
M7, Mz, My,
Myy-Mye
M3, M31-Msy
Mis-Msg
M3y, My
24~ Mg
40-Maj



inescid Attacks against Cross-Chain Bridges

Project Information General Attack Information Incident Resp Where Mapping to Theoretical Vulnerabilities
Name & Ref SA Date Amount AT Txs Mix DT CT VL EL [ Yy, Vou Vs
[193] Ronin SA,, Mar 2022 624M [ | O o 6d () ™M SC X X X X
[1Y4] rolyBriage #1 S Ay AUg 2UZ1 OL LV O e (@) - ® TC SC X X X X
[195] BNB SAy, Oct 2022 566M [ | ) ()} - J TC TC X X X X X
[108] Wormbhole SAy, Feb 2022 326M [ ] @) ()] - @) TC TC X X X X
[196] Nomad S A3, Aug 2022 190M [ ] ] o - ¢) SC SC X X X X X
[197] BXH SA; Oct 2021 139M [ | O ()} = J - SC X X X X
[198] Multichain #2 SAy, Jul 2023 126M [ | @) O - J ™M SC i t X X X X
[199] Harmony SAy Jun 2022 100M [ ] ¢) o = (<) ™M SC X X X X
[200] Qubit SA Jan 2022 80M [ | e o - ¢) SC TC X X X X
[201] pNetwork S Az Sep 2021 13M [ | o ©) 13m ¢) M SC X X X X X
[202] Thorchain #3 SA, Jul 2021 M [ | O o - - ™M SC X X X X X
[198] Anyswap SAy, Jul 2021 &M [ ] O o = ) ™M TC X X X X X
[202] Thorchain #2 SA, Jul 2021 M [ | o ) - o ™M TC X X X X
[194] PolyBridge #2 SA,, Jul 2023 4.4M [ ] () @] 7h (<] ™M TC X X X X X
[203] Meter SA,, Jul 2021 4.4M [ | O ] - ¢) SC TC X X X X X
[204] Chainswap SAy, Jul 2021 4.4M [ ] () () - (] TC TC X X X X
[198] Multichain #1 SA,, Jan 2022 3M [ ] - (] - ] TC BL X X X X
[202] Thorchain #1 SA, Jun 2021 140K [ ] - o S5m - ™M TC X X X X X
Summary 07/21 - 07/23 2.9B 22% 1739%% " 17% 11% - 22%
Attacker Type (AT) Number of Transactions (Txs) Usage of Mixers (Mix) Communication Time (CT) Vulnerability/Exploit Location (VL/EL)
Il Black hat O 1-10 O Not used O 10; 2] hours SC Source Chain SC
[0 White hat ® 10-50 © Before the attack ® ]12; 4] hours TC Target Chain SC
] Black and white hats @ 50-100 @ After the attack @ 14; 6] hours IM Interoperability Mechanism

@ 100-1000 @ Before and after the attack @ ]6; 24] hours BL Business Logic SC
@ >1000 @® >= 6 days

— No information available / Team did not respond T Still to be confirmed Discovery Time (DT)



i ecia Vulnerabilities Behind the Attacks

Project Information General Attack Information Incident Resp Where Mapping to Theoretical Vulnerabilities

Name & Ref SA Date Amount AT Txs Mix DT CT VL EL VAN Vs V»

36

Physical
infrastructure
backdoors

Bad key

management Lack of access Incorrect
control event verification



iescia Ronin bridge attack March 2022 m

e Ronin
— Multi-signature bridge: transactions approved by several operators (validators)
— 9 validators in 2022, 4 controlled by a company, Sky Mavis (!)

e Attack

— Nov. 2021: high request load, so Sky Mavis asks another validator (Axie DAO)
the private keys to sign transactions on its behalf (!); so long decentralization...

— Mar. 2022: Sky Mavis employees constantly under sophisticated spear-phishing
attacks on various social channels; one falls into one such attack

— Attacker penetrates the Sky Mavis IT infrastructure and gains access to the
private keys of 4+ validators

— The attacker signs transactions and steals 624M

37
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Linescia  Problem: long detection time

Project Information General Attack Information Ingident Resy our fOCUS now
Name & Ref SA Date Amount AT Txs Mix D'l¥ e
[193] Ronin SAy, Mar 2022 624M ] o) 1) 6d o
[194] PolyBridge #1  SA,, Aug 2021 611M O o ) - ™
[195] BNB SA; Oct 2022 566M [ | ® () - o
[108] Wormhole SHs Feb 2022 326M ] o) ') - o)
[196] Nomad S A3z Aug 2022 190M [ 1l d o - ¢ Communication Time (CT)
[197] BXH S Oct 2021 139M ] o) ') - 1) O 10: 2] hours
[198] Multichain #2  SA,, Jul 2023 126M B O 0 - 0 > ]23 4] hours
[199] Harmony SA,, Jun 2022 100M [ | ) o - (<) ’
[200] Qubsit SA, Jan 2022 M., H  ° 0 = ® @ ]4; 6] hours
[201] pNetwork Sn Sep 2021 13M mE o° o | 13m ® @ 16; 24] hours
[202] Thorchain #3 SA,, Jul 2021 8SM [ ] o) o - - @ >= 6 days
[198] Anyswap SA,, Jul 2021 SM | © o - d
[202] Thorchain #2 SA,y Jul 2021 M [ | d o - o
[194] PolyBridge #2  SA,, Jul 2023 4.4M ] o o) 7h Y
[203] Meter SA,, Jul 2021 4.4M [ | O o - ¢
[204] Chainswap SA,, Jul 2021 4.4M | (] (] - o
[198] Multichain #1  SA,, Jan 2022 3M O - Y - Y
[202] Thorchain #1 SA,, Jun 2021 140K [ | - o S5m -

Summary 07/21 - 07/23 2.9B

39



@inescid Hephaestus: cross-chain transaction modelling

* Hephaestus: a framework/software of cross-chain transaction models
* Consider a transaction:

+ additional metadata (token prices, global clock, etc...)

Local Event X,

Local Event X,
Emits

Emits T

\ 4
m m CCEventX| CCEventX,

~

Blockchain X, Blockchain X, Cross-Chain Transaction X

40
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Hephaestus: check if transaction follows model

e Example: transaction on the burn-mint model

)y

initialize asset

>

41

lock asset

e

source SC

mint asset

transfer asset

o

destination SC

%>—.

burn asset

Ee

source SC



@ inescid

Hephaestus: check if transaction follows model

)y

initialize asset

>

2

lock asset

®

@ ®

e

source SC

mint asset

transfer asset

®

o

destination SC

\:<<>—.

burn asset

Ee

source SC



@ inesc id

Hephaestus: check if transaction follows model

l transfer asset !

lock asset (——p» mint assect —W BQ>—> burn asset —DO
SO destination S source SC
Expected cctx

Create, lock, mint, transfer, transfer, burn

T— 000 @6®
e PFE®

Create, X , mint, transfer, transfer, burn
Observed cctx

(a)

‘—b initialize asset

43
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Hephaestus: check if transaction follows model

initialize asset

S =

lock asset

——p» mint asset

source SC

44

transfer asset

WO

destination

\:<<>—>

burn asset

e

Expected cctx

Create, lock, mint, transfer, transfer, burn

p 98899

Create, X , mint, transfer, transfer, burn
Observed cctx

(a)

source SC



@inescid XChainWatcher: cross-chain rules

45

Finding anomalies in cross-chain protocols through Datalog cross-chain rules

Example: rule defining that a valid deposit of tokens has the same amount, same
beneficiary, etc. than what was requested

// Rule 4 (D)

CCTX_ValidDeposit (orig_chain_id, orig_timestamp, orig_tx_hash, dst_chain_id,
orig_token, dst_token, sender, benef, amount) :-

TC_ValidERC20TokenDeposit (dst_timestamp,
(

dst_tin

dst_tx_hash, deposit_id, benef, dst_toke

SC_ValidERC20TokenDeposit (orig_timestamp,
orig_chain_id, dst_chain_id, _, amount) ;
SC_ValidNativeTokenDeposit (orig_timestamp,
orig_chain_id, dst_chain_id, _,
) ¥
cctx_finality (orig_chain_id, orig_chain_finality),
orig_timestamp + orig_chain_finality < dst_timestamp.

orig_tx_hash, deposit_id, sender, _,

orig_tx_hash, deposit_id, sender, _,

amount)



Linescid XChainWatcher: example anomaly

Fraud Proof Window Violation (Deposits in the Nomad Bridge)

$100,000,000 j Fraud Proof Window Time (30 mins)
| : Docs About -Launch Bridge
$1,000,000 5 invalid CCTXs accepted

a by the Nomad Bridge - .

7 $10’000 i Attention: White Hat Hacker Friends

El Please return ETH or ERC-20

g $100 tokens to this wallet address:

§ 0x94A84433101A10aEda762968f6995c574D1bF154

E §1 Learn more about our bounty

o

o $0.0100 -

$0.0001
100 1,000 10,000 100,000 1,000,000 10,000,000

(2.78 hours) (1.16 days) (11.57 days) (115.74 days)
CCTX Latency (seconds)

\ 4

Bridge makes deposit in the destination SC, before deposit in source SC being final

46



Concluding
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Linescid Key take-aways

* Blockchain, area for interdisciplinary security research
* Blockchain interoperability is particularly new an
interesting
— Attacks cost billions
— Security is far from adequate

— Opportunity to contribute and have impact
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