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Critical infrastructures like the power grid play a fundamental role in our society. The computerization of these
infrastructures and the associated risk of cyber-attacks become evident in the past decade. Today, there is a
clear understanding that these critical information infrastructures (Cll) are a likely target for cyberwarfare
attacks.

This state of affairs has led governments, companies and other organizations to understand that urgent action is
needed to protect these infrastructures. Several standards and guidelines for critical infrastructure protection
(CIIP) have appeared. The emphasis has been on trying to put CIIP at the same level of protection of Internet-
connected information technology (IT) assets, e.g., at the level of the main cloud computing offerings or home
banking services. Examples of technologies being pushed are firewalls, intrusion detectors, network access
control, and vulnerability scanners.

Organizations as well as individuals tend to make a dangerous mistake: to confuse important with urgent. For
CIIP it is indeed urgent to implement the mechanisms just mentioned, but that is not enough. The objective of
CIIP is to reduce the risk to an adequate level, which is not doable using the same mechanisms as for IT for the
simple reason that the impact of Cll failure is much higher.

This talk will introduce two approaches that go beyond the urgent and deal with the important.

The objective of the first approach is to protect the firewalls that defend the Clls from attacks against
themselves (against the firewalls) [1]. Firewalls are supposed to be security bastions, but sometimes they can be
attacked. The idea is to use self-healing and replication mechanisms to build high-availability / high-security
firewalls.

The second approach aims to ensure the timeliness of critical commands given over wide-area networks when
there are router/link failures and denial of service attacks [2]. The point is to use overlay networks and multi-
homing to provide path diversity for messages sent.

Despite the benefits of both approaches, they would not be effective against attacks like Stuxnet, which manage
to “fly over” the “air gap”, so often promoted as a measure for CIIP. The final part of the talk will discuss
research directions to tackle this kind of attacks.
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