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Confidential Virtual Machines (VMs) backed by AMD Secure Encrypted
Virtualization–Secure Nested Paging (SEV-SNP) protect workloads from
the infrastructure operator, and remote attestation makes this protection
verifiable. In practice, however, the tools needed to independently predict and
verify a VM’s measurements are fragmented across providers with no unified
workflow. This thesis analyzes the attestation properties of confidential
VM offerings from Amazon Web Services, Microsoft Azure, and Google
Cloud Platform, classifies the verification depth each enables, and introduces
Evident, a framework that assembles a single pipeline for image construction,
measurement derivation, deployment, and cross-provider remote attestation.
The verifying party derives expected measurements directly from the VM
image artifacts with no dependency on third-party reference values and no
modifications to the workload. An evaluation using a confidential inference
use case confirmed that the expected predictions matched, with the remote
attestation process completing in under eight seconds.
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1 Introduction
Confidential virtual machines (VMs), built on hardware such as
AMD Secure Encrypted Virtualization–Secure Nested Paging (SEV-
SNP) [1], allow workloads to execute on public cloud infrastructure
while excluding the infrastructure operator from accessing the VM’s
memory or execution state. Remote attestation is the protocol that
makes this protection verifiable: a verifier collects cryptographically
signed evidence of a VM’s configuration and compares it against
expected values. Without attestation, a confidential VM provides
hardware-level protection but no way for an external party to con-
firm that the protection is in place or that the intended software
was loaded.

In practice, however, attestation for confidential VMs on public
cloud infrastructure remains largely unsolved for general-purpose
workloads. The three major providers that offer AMD SEV-SNP
(Amazon Web Services, Microsoft Azure, and Google Cloud Plat-
form) each expose attestation evidence differently, with varying de-
grees of transparency about what is included and how [10, 15]. The
AMD Secure Processor measures the VM’s initial memory contents
at launch, covering the firmware, but does not measure subsequent
boot stages. For the following measurements, a Trusted Platform
Module (TPM) must be used, but, on all three major providers, its
virtualized implementation remains proprietary, reintroducing a
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provider-managed component into the trusted computing base. Ex-
isting frameworks such as Keylime [14] and Constellation [9] focus
on the remote attestation protocol itself but leave a key question
unanswered: how can measurements be independently derived from
the source artifacts of an arbitrary workload? No existing frame-
work offers a unified workflow spanning the full confidential VM
lifecycle. Verifiers must either trust a third party to supply refer-
ence measurements or accept first-observed values as a baseline.
This thesis presents Evident, a framework that closes this gap by
enabling the verifying party to independently predict and verify the
measurements produced by a confidential VM, without requiring
modifications to the deployed workload.

The thesis makes two primary contributions:
(1) a systematic comparison of AMD SEV-SNP confidential VM

support across Elastic Compute Cloud, Azure Virtual Ma-
chines, and Google Compute Engine, accompanied by a soft-
ware verification depth taxonomy.

(2) a lifecycle management pipeline design covering image con-
struction, measurement derivation, upload, deployment, and
cross-provider remote attestation, where the verifying party
derives expected measurements directly from the VM image
artifacts.

The Evident framework implements this pipeline for Elastic Com-
pute Cloud and Google Compute Engine, with extensions includ-
ing signed image distribution, a Terraform provider plug-in for
deployment-integrated attestation, and a composable Confidential
Certificate Authority for scalable attestation. Support for deriving
Google Compute Engine launch digests was contributed to the open-
source sev-snp-measure project.

2 Background
Cloud computing requires surrendering control over the infrastruc-
ture that processes data. An increasingly common answer to this
tension is to anchor trust in hardware. A hardware root of trust
concentrates the assumptions on the correctness of the silicon and
its firmware, the integrity of the manufacturing process, and the
manufacturer’s key management. These assumptions are narrower
and more stable than the ones they replace, and some can be tested
through cryptographic attestation rather than accepted on faith.

2.1 Trusted Execution Environments
A Trusted Execution Environment (TEE) is a hardware-enforced
isolated region of a processor in which code and data are protected
against access or modification by any software running outside
it. Its core capabilities are confidentiality and integrity: the TEE’s

1



João Sereno

memory is encrypted against external access, and unexpected mod-
ifications are detected in hardware. Critically for this thesis, a TEE
also supports attestation, where the hardware generates a signed
statement describing its configuration and the software loaded into
it, allowing a remote party to verify the environment without trust-
ing additional components. TEE implementations differ in scope:
Intel Software Guard Extensions isolates at the process level [7],
Arm TrustZone partitions into secure and normal worlds [13], and
both Intel Trusted Domain Extensions and AMD SEV-SNP operate
at the virtual machine level [1, 6, 11]. This thesis focuses on AMD
SEV-SNP, designed for the cloud context with a threat model that
explicitly includes a potentially compromised hypervisor.
AMD SEV-SNP delegates memory security to a dedicated secu-

rity coprocessor (the AMD Secure Processor) embedded in the CPU
die [1]. Each confidential VM is assigned a unique encryption key
unknown to the hypervisor, ensuring memory pages are encrypted
at rest and decrypted only within the correct CPU context. SEV-SNP
also introduces virtual machine privilege levels (VMPLs), allow-
ing the memory of a single confidential VM to be partitioned into
up to four hierarchical tiers. The Secure Processor can generate a
signed attestation report committing to the VM’s configuration and
a measurement of the software loaded at launch, signed by a key
whose authenticity traces back to AMD through a certificate chain.
The Secure Processor may use the Versioned Chip Endorsement Key
(VCEK) or Versioned Loaded Endorsement Key (VLEK), depending
on the set configuration.

2.2 Trusted Platform Module
The Secure Processor’s attestation report covers the initial mem-
ory contents at launch, typically the VM firmware. Components
loaded after the firmware (bootloader, kernel, filesystem) fall outside
the Secure Processor’s measurement. The Trusted Platform Module
(TPM) addresses this gap through Platform Configuration Registers
(PCRs), hardware-protected registers updated only through a one-
way extend operation: the current value is concatenated with a new
measurement and replaced with the hash of the combination [4, 16].
The resulting value is a cumulative digest of every measurement
in chronological order and cannot be forged without knowing the
exact sequence. In cloud environments, physical TPMs are replaced
by virtual TPMs emulating the interface in software, with trust
anchors that vary by implementation.

2.3 Boot process
Trust in a boot sequence rests on measuring a component before
executing it. The confidential VM boot unfolds in two phases. In
the pre-boot phase, the Secure Processor measures every memory
page loaded into the VM before any instruction executes inside it,
producing a launch digest that accumulates a cryptographic record
of each page’s contents and metadata [2]. In the boot phase, once the
VM is running, successive components measure the next and extend
those measurements into the virtual TPM. The two phases form
a contiguous chain: the Secure Processor covers what no software
component can reliably cover, and the TPM is intended to carry the
chain forward.

2.4 Remote attestation and verification depth
Remote attestation follows the Remote Attestation Procedures archi-
tecture published by the Internet Engineering Task Force [5], with
three entities: the Attester that generates evidence, the Verifier that
evaluates the evidence, and the Relying Party that consumes the
results. Verification requires checking the certificate chain of the
Secure Processor’s report and virtual TPM’s quote, validating fresh-
ness with a nonce, and comparing measurements against expected
values.

This thesis proposes a software verification depth taxonomy
with four levels, inspired by G. Scopelliti et al. [15]. L1 (Root of
Trust link authenticity) validates cryptographic signatures and cer-
tificate chains not yet requiring semantic interpretation of mea-
surements. L2 (Reference-based measurement matching) compares
against known reference values or past measurement collections. L3
(Binary measurement reproducibility) involves the verifier possess-
ing the actual binary artifacts and deriving their measurements lo-
cally. L4 (Source code measurement reproducibility), the verifier gets
the source code and build instructions that allow them to indepen-
dently construct the binary artifacts from which the measurements
are derived.

3 Related Work

3.1 Public cloud provider comparison
All three providers offer AMD SEV-SNP-based confidential VMs,
but diverge on firmware measurement transparency, as illustrated
in Figure 1. Elastic Compute Cloud publishes both the firmware
source code and the measurement procedure, making the launch
measurement reproducible (L4). Google Compute Engine provides
the endorsed firmware binary through public interfaces (L3) but
does not disclose the source. Azure Virtual Machines includes a pro-
prietary Host Compatibility Layer (HCL) component in the launch
measurement; neither the HCL binary nor themeasurement method-
ology is available, and the guest can only fetch a single attestation
report generated at launch without verifier-controlled freshness. On
all three providers, the virtual TPM is closed-source and cannot be
substituted by the customer.

When defining the threat model, the relying party needs to decide
if they accept the AMD Secure Processor as a trustworthy imple-
mentation of the AMD SEV-SNP behavior specification and if they
accept the virtualized TPM implementation of each cloud provider
as a trustworthy implementation of the TPM specification. Trusting
the AMD Secure Processor gives the relying party assurance on the
confidential VM’s fundamental confidentiality and integrity pro-
tection mechanisms, as well as integrity assurance regarding the
VM’s firmware. Measurements from later boot components are only
useful if the relying party trusts the virtual TPM implementation.
The verification depth of any component is bounded by its prede-
cessor’s: for instance, a compromised firmware could measure a
correct bootloader but load a different one.

The providers also differ in attestation evidence exposure. Elastic
Compute Cloud uses VLEK (rather than chip-specific VCEK) for
report signing, hiding the physical chip identity but with no security
implications since both are rooted in AMD Root Key (ARK). Azure
blocks direct access to the Secure Processor device interface and the
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Fig. 1. Component measurement chain at public cloud providers

single attestation report is stored in the HCL, weakening freshness
because the verifier cannot request a new report with a verifier-
chosen nonce. This makes the verifying party unable to confirm
that the report originates from the target VM and makes Azure
the only provider where the verifier cannot conclude that memory
confidentiality and integrity protections are in place.

3.2 On-premises solutions
Several proposals extend the trust chain without requiring the rely-
ing party to trust a provider-managed virtual TPM. SNPGuard [17]
enlarges the set of components measured by the Secure Processor:
the hypervisor hardcodes kernel and initrd measurements into the
firmware binary, which the firmware verifies before transferring
control, covering later boot components in a single hardware root
of trust. Decentriq used micro confidential VMs [8] (based on Fire-
cracker [3]), where the Secure Processor loads and measures a com-
plete package containing the firmware, the bootloader, the kernel,
and kernel command-line arguments, making the launch digest the
only required measurement to verify. AMD’s Secure VM Service
Module (SVSM) specification standardizes the execution of privi-
leged services, including a virtual TPM, inside the highest Virtual
Machine Privilege Level (VMPL), isolated from both the hypervi-
sor and the guest operating system. V. Narayanan et al. [12] built
a complete ephemeral virtual TPM implementation following this
specification, effectively linking the TPM’s trust anchor to the Secure
Processor. All of these require firmware or hypervisor configuration
that public cloud customers cannot replicate.

3.3 Existing frameworks
Keylime [14] is an open-source framework that automates remote at-
testation using TPM devices. It provides a production-ready pipeline
but does not recognize AMD Secure Processor attestation reports, so
any assurance rests entirely on the virtual TPM. Reference values
are an external input whose provenance is the operator’s respon-
sibility. Constellation [9] developed by Edgeless Systems, deployed
Kubernetes clusters inside confidential VMs and integrated attesta-
tion into the Transport Layer Security (TLS) handshake. It did not
independently reproduce Secure Processor launch measurements;
its expected measurements were embedded in release artifacts, re-
quiring trust in the platform vendor. Trustee1, from the Confidential
Containers project, also separates attestation verification from refer-
ence value provisioning and pushes the problem of deriving those
values entirely to the operator.

Contrast2 (Constellation’s successor) and Confer3 represent strong
approaches, as they leverage bare-metal instances in public cloud
providers that allow them to deploy and configure their own hy-
pervisor of choice, with the possibility to overcome the limitations
observed in Subsection 3.1. Contrast targets Kubernetes clusters de-
ployments, and uses an approach similar to the V. Narayanan et
al. [12] proposal. Confer applies confidential VMs to private artificial
intelligence inference on Intel Trusted Domain Extensions, achieving
L4 for core system components, but operates as a single-application
service rather than a general-purpose framework. Neither addresses
the generic deployment and verification problem in public cloud
infrastructure without managing its own bare-metal instance.

1https://github.com/confidential-containers/trustee
2https://www.edgeless.systems/products/contrast
3https://github.com/conferlabs/confer-image
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Fig. 2. Evident confidential VM lifecycle management stages

4 Evident Framework
Evident automates the trust-enabling operations surrounding confi-
dential VM lifecyclemanagement. Its purpose is tomake confidential
VMs a verifiable generic platform for any given workload, without
requiring modifications to the workload itself. The design approach
is fundamentally different from the studied alternatives. In Evident,
the verifying party derives its own expected measurements from
the relevant artifacts. In contrast, all surveyed systems design the
verifier as a consumer of third-party-derived expected measure-
ments. The framework is workload-agnostic and cloud-agnostic at
the architecture level, using custom-built VM images as its prim-
itive. The implementation scope includes AMD SEV-SNP as the
hardware module and provider modules for Elastic Compute Cloud
and Google Compute Engine.

4.1 Threat model
The hypervisor may be adversarial. Co-located VMs may attempt
side-channel or direct memory access. The cloud provider is not
assumed benign. The network is assumed susceptible to attacks
on both confidentiality and integrity. The threat model accepts
AMD SEV-SNP as a trustworthy implementation of their advertised
specification and accepts the provider’s virtual TPM as a correct
realization of the TPM 2.0 specification, resistant to integrity and
confidentiality attacks by any actor, including the provider. This
is a bounded assumption about a specific component, rather than
trusting the cloud provider as a whole. If the Secure Processor as-
sumption is removed, no attestation report is meaningful. If only
the virtual TPM assumption is removed, conclusions are limited to
firmware integrity. The framework collects all available evidence

unconditionally; how that evidence is interpreted is the decision of
the relying party.

4.2 Challenges
Reproducing the Secure Processor’s launch digest requires knowing
both the measured contents and the exact page-loading sequence,
which varies across providers. Reproducing virtual TPM PCR values
requires knowing which components were measured, in what order,
and into which register. The framework addresses this by constrain-
ing the build environment to produce deterministic images whose
measurements can be predicted. Filesystem immutability facilitates
verification of filesystems and applications. If the root filesystem
were writeable, a malicious provider could inject files into the image
before launch, and such modifications might not be captured by the
virtual TPM’s boot measurements.

4.3 Architecture
The framework addresses five lifecycle stages, illustrated in Figure 2:
build packages the workload inside a VM image; measure analyzes
the image and derives the expected measurements; upload prepares
the image for instantiation on a supported cloud provider; deploy
instantiates confidential VMs across one or more providers; and
attest verifies the actual measurements against the expected ones.

The framework has two main components, as shown in Figure 3.
The Evident Server runs inside the confidential VM, where it collects
evidence from the AMD Secure Processor and the virtual TPM on
behalf of the verifier. The Evident Client runs in the interested
party’s environment and orchestrates all lifecycle stages. As pictured
in 2, the VM Owner uses the Client to build, measure, upload, and
deploy the confidential VMs. Once launched, the Server listens
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Fig. 3. Evident Framework context view

for remote attestation requetss and, upon receiving one, gathers
evidence from both trusted components. The Verifier uses the Client
to first build and measure the expected VM image independently,
then performs remote attestation against the target confidential
VM and reports the observed state. The Relying Party relies on
the Verifier’s conclusions to decide whether to interact with the
deployed workload based on its own trust model.
Each stage has well-defined inputs and outputs that are mean-

ingful even outside the framework’s context, making each stage’s
implementation replaceable, provided it supplies the expected in-
puts to dependent stages. The Client and Server communicate via
the gRPC protocol, defined independently of either component’s im-
plementation. This protocol is the contract both sides must conform
to; a user who does not trust the provided implementation can reim-
plement either side in accordance with the protocol specification
without loss of interoperability. The Server prioritizes vulnerabil-
ity protection and minimal resource usage, since it runs alongside
potentially sensitive workloads. The Client is responsible for the
critical attestation logic, where source code readability and auditabil-
ity were prioritized over all other concerns, because the Client’s
correctness must be assessable by the relying party.
The framework operates exclusively on the VM image and its

configuration; it does not instrument, intercept, or depend on the
behavior of the included workload. Users take the VM image con-
figuration as a minimal base onto which additions, specifically the
workload, can be merged. Whenever possible, this thesis implemen-
tation reuses functionality from other established tools and libraries,
reducing the amount of additional software that must be trusted.

4.4 Extensions
Several optional features were designed on top of the core pipeline
without altering it.

An image distribution mechanism allows a distributor to sign a
manifest containing build instructions, expected measurements, and
the resulting image digest, enabling trusting consumers to skip the
build stage or reproduce the build independently for verification. If
a trust model does not accept the distributor, the manifest contains
enough information to replicate the build from source and compare
the results.
Attestation certificates bind an instance’s cryptographic identity

to its measured state. The VM generates an asymmetric key pair

(instance keys) upon launch and includes the public key in the user
data field of both the Secure Processor’s attestation report request
and the TPM’s quote request, so that it becomes covered by the
root-of-trust signing key’s signature. A VM that presents both the
expected measurements and the identification of that key pair lets
the verifying party conclude that the instance keys belong to the at-
tested VM and that their confidentiality and integrity are protected
by the confidential VM mechanisms. Upon successful attestation,
the Verifier signs a certificate for the instance, enabling a secure
communication channel anchored in the attestation result. A rely-
ing party that trusts the Verifier can then verify that subsequent
connections reach the attested VM by checking the certificate chain.

A Confidential Certificate Authority (Confidential CA) design ad-
dresses the scalability limitation of requiring the Verifier to individ-
ually attest every instance. A Confidential CA is itself a confidential
VM whose workload is the Evident Client running in a dedicated
serving mode. It listens for incoming attestation requests from other
confidential VMs, performs the full remote attestation protocol on
each, and issues certificates upon success. The Confidential CA is
loaded at build time with a set of trusted package submitter iden-
tities, each identified by a public key, and accepts new attestable
image measurements dynamically through signed package submis-
sions validated against those keys. As illustrated in Figure 4, the
design is composable, i.e., a Confidential CA can itself obtain a cer-
tificate from a higher-level Confidential CA, forming a hierarchy
where each certificate in the chain was issued by an entity that was
itself attested before it began issuing. Users may attest the root Con-
fidential CA using the standard Evident Client workflow. A browser
or other client that trusts the root Confidential CA’s certificate can
then interact with any leaf confidential VM that presents a certifi-
cate rooted to it, without performing the full attestation protocol
independently. All key material and certificates exist only in volatile
memory; a restart destroys them and forces re-attestation.
A Terraform provider plug-in integrates attestation into the de-

ployment workflow, treating the attestation result as a Terraform
resource with dependency declarations on VM resources, polling
instances until they are ready, and performing attestation as part of
a single deployment operation.

4.5 Discussion
The framework cannot resolve the closed-source nature of all three
providers’ virtual TPM implementations. On Elastic Compute Cloud,
the absence of a standard TPM endorsement key certificate limits
third-party attestation. On Azure Virtual Machines, direct access
to the Secure Processor device interface is blocked, and the single
pre-generated attestation report lacks freshness guarantees. Disk
encryption and runtime integrity verification are deferred to future
work. A relying party that does not fully accept the threat model
may still find the collected evidence useful, since a deployment in
which all TPM-reported measurements align with expected values
is at minimum consistent with a correctly booted system, and a
mismatch signals a problem regardless of whether the TPM is fully
trusted. The evidence may also serve third parties with different
threat models, or become meaningful if a provider later publishes
independently verifiable proof of its virtual TPM operations.
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5 Implementation
This section documents a concrete implementation of the design pre-
sented in the previous section, covering the engineering constraints
that shaped technology choices and the practical obstacles resolved
before the framework could produce meaningful attestation results
on real infrastructure. The implementation supports AMD SEV-SNP
and targets Elastic Compute Cloud and Google Compute Engine.

5.1 Technology stack
The Client is implemented in Go, chosen for its readability and
auditability: explicit error handling, a minimal language surface,
and static compilation that produces a single binary with no run-
time dependencies. The Server is implemented in Rust, chosen for
memory safety without garbage collection and minimal runtime
overhead. Both communicate over gRPC, with Protocol Buffers pro-
viding the language-neutral service definition that serves as the
formal contract between them. The transport layer uses TLS with a
self-signed certificate generated by the Server at launch; this cer-
tificate is ephemeral and provides only transport encryption, with
identity authentication deferred to the attestation process itself.

5.2 VM image construction
The implementation uses NixOS, a Linux distribution where the
entire operating system configuration is specified declaratively. Nix
Flakes pins every input (package repositories, external dependencies,
toolchains) to exact revisions, making reproducibility achievable, i.e.,
given the same flake and the same inputs, the build process should

produce an identical output. Every package and its dependencies
are addressed by a cryptographic hash of their inputs, making it
straightforward to trace exactly what is included in the final im-
age. The framework provides a NixOS configuration as a template
that users adapt by adding their workload, enabling services, and
adjusting system parameters. The image configuration declares a
Unified Kernel Image (UKI), a single portable executable binary that
bundles the Linux kernel, initrd (initialization process), and the ker-
nel command-line arguments into one file. With direct kernel boot,
the firmware loads and measures this single binary, eliminating the
ambiguity caused by separately substitutable components.

The root filesystem uses erofs, a read-only compressed filesystem,
with a dm-verity hash tree computed at build time over the entire par-
tition. The root hash of this tree is embedded in the kernel command-
line, which is itself part of the UKI. When the kernel mounts the root
filesystem, dm-verity verifies each block read against this hash tree.
Any modification to the filesystem contents, whether made before
or after deployment, produces a hash mismatch and causes the read
to fail. The integrity of the entire filesystem is thus reduced to the
integrity of the root hash, and the root hash is measured as part of
the UKI. Directories requiring write access (/tmp, /var, and others)
are mounted as volatile tmpfs whose contents exist only in RAM,
encrypted by AMD SEV-SNP. The /nix/store directory containing
all binaries and libraries is part of the read-only partition; it is not
possible to install system-wide applications that were not packaged
with the VM image at build time.

5.3 Measurement derivation
For the AMD Secure Processor launch digest, the framework uses the
sev-snp-measure-go library, which simulates the hypervisor’s page-
loading sequence. For Elastic Compute Cloud, Amazon publishes
the firmware source code and measurement procedures. For Google
Compute Engine, support was added to the same library as part of
this thesis work, making both providers addressable through a com-
mon interface. Google publishes the firmware binary through public
interfaces, but not the source code. The endorsed firmware binary is
obtained through a multi-step process: a launch endorsement blob
is fetched from a public Google Cloud Storage bucket indexed by its
launch digest value, its signature is verified against Google’s cloud
integrity root certificate, and the binary itself is then downloaded
from a separate location. The launch digest also depends on the
number of virtual cores assigned to the confidential VM, since each
virtual core needs an initial state configuration page measured by
the Secure Processor. The current implementation derives the launch
digest at attest time, when the instance configuration is known.
For virtual TPM PCR prediction, the framework predicts three

registers. PCR 4 records the measurement of the UKI loaded by
firmware. PCR 11 records individual sections of the UKI (kernel,
initrd, kernel command-line containing the dm-verity root hash)
as measured by the systemd-stub, which is the first component to
take control within the UKI. PCR 12 records UKI extensions; since
Evident images do not use extensions, it is expected to be zero,
and the framework hardcodes this expectation as a verification
that no unexpected extensions were applied. The UKI is extracted
from the raw VM disk image using the godiskfs library, avoiding
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root permissions, and systemd-pcrlock derives the expected PCR
values by parsing the UKI’s portable executable binary structure
and computing the measurement that the firmware would extend
into the corresponding PCR for each section.

5.4 Remote attestation workflow
The attest stage follows a three-phase pipeline uniform across providers,
with provider-specific behavior confined to well-defined points
within each phase.

In the evidence collection phase, the Client generates a 64-byte
cryptographically random nonce and sends it to the Evident Server.
The Server uses the nonce to request attestation evidence from
both the AMD Secure Processor and the virtual TPM, then returns
a bundle containing the attestation report, the TPM quote, and
the instance key. The AMD processor model is inferred from the
collected evidence, which determines the certificate chain used in
subsequent verification.
In the hardware evidence verification phase, the AMD trust an-

chor certificates (ARK, ASK, ASVK) are fetched from AMD’s key
distribution service. The attestation report’s signature is certified
against the evidence-included VCEK or VLEK, and the full certificate
chain is verified. The Client then recomputes a digest over the nonce,
the serialized instance public key, and provider-specific additional
material, comparing it against the data field in the report to check
both freshness and key binding. A mismatch indicates that the re-
port was generated at a different time or for a different instance key.
The firmware binary is obtained through provider-specific means,
and the expected launch digest is computed by simulating the page-
loading sequence; a mismatch means the firmware loaded into the
confidential VM at boot differs from the expected binary.
In the software evidence verification phase, the TPM quote sig-

nature is verified through a provider-specific attestation key (AK)
trust mechanism. On Google Compute Engine, the AK certificate
is retrieved from Google’s key distribution service and verified via
a chain to a public root certificate authority. On Elastic Compute
Cloud, noAK certificate exists; instead, the TPMmake-credential/activate-
credential protocol establishes that the AK and the Endorsement Key
(EK) reside in the same TPM. If the instance identifier is supplied,
a provider-specific access-controlled interface returns a provider-
endorsed EK for comparison. This interface is not publicly available,
which limits independent third-party attestation on Elastic Com-
pute Cloud. After AK trust is established, the quote’s freshness
binding is checked, and the PCR digest embedded in the quote is
compared against the expected value derived from themeasure stage.
A mismatch means the image contents differ from the previously
measured ones.

On Google Compute Engine, the AK certificate is retrieved from
Google’s key distribution service and verified via a chain of trust to
a Google-managed public root certificate authority. The endorsed
firmware binary is obtained through a multi-step process: a launch
endorsement blob is fetched from a public storage bucket indexed
by the launch digest from the Secure Processor report, its signa-
ture is verified against Google’s cloud integrity root certificate,
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Fig. 5. Confidential inference components

and the firmware binary is then downloaded from a separate loca-
tion. On Elastic Compute Cloud, the TPM make-credential/activate-
credential protocol establishes that the AK and Endorsement Key
(EK) reside in the same TPM. If the instance identifier is supplied, a
provider-specific interface returns a provider-endorsed EK for com-
parison against the one retrieved directly from the instance. The
interface is access-controlled, which limits independent third-party
attestation. The endorsed firmware binary is retrieved directly from
Amazon’s GitHub repository releases.

5.5 Extensions
Image distribution produces a GPG-signed package containing the
VM image, a Nix derivation file that captures a complete view of all
build inputs, expected measurements, and a manifest with metadata
and digests. The reproduce execution mode interprets the included
manifest, rebuilds the image from source, and compares the results
against the endorsed package. If both images match, the package is
re-endorsed by the reproducing party; a package may carry multiple
endorsements from different parties.

The Confidential Certificate Authority runs the Evident Client in
serve-certify mode. When a confidential VM requests a certificate,
the Confidential CA performs the full remote attestation procedure
against the requesting instance and compares the observed mea-
surements against all previously accepted measurement sets from
signed package submissions. A match constitutes a successful at-
testation, and the requesting instance receives a certificate. The set
of attestable images grows dynamically without redeploying the
Confidential CA, while the trust boundary remains well-defined:
only packages endorsed by a submitter whose key was trusted at
build time can influence which images the authority will accept.

7
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6 Evaluation

6.1 Confidential inference use case
The framework was validated end-to-end through a confidential
inference service, illustrated in Figure 5: llama.cpp serving Meta’s
Llama 3.1 8B model inside a confidential VM. The model weights are
included in the image at build time, become part of the read-only
erofs partition, and are covered by the dm-verity hash tree, making
the model’s integrity transitively captured by the UKI measurement
and verifiable through the TPM’s PCR. The use case was completed
on both Elastic Compute Cloud (m6a.8xlarge in eu-west-1) and
Google Compute Engine (n2d-standard-16 in europe-west-3).
Upon successful attestation, the client retrieves and installs the in-
stance’s self-signed certificate, whose public key was bound to the
attested measurements, and subsequent HTTPS connections use
TLS anchored in the instance’s certificate; therefore, the service is
accessible without browser warnings only after installing the in-
stance’s self-signed certificate. The same use case was also validated
with the hierarchical Confidential Certificate Authority configura-
tion, where the user only needed to attest the root Confidential CA
and install its certificate; all subsequent certificate issuance to leaf
instances was automated.

6.2 Measurement correctness
All predicted measurements matched the corresponding actual val-
ues on both providers, except Elastic Compute Cloud’s launch digest,
due to a recently reported apparent firmware versioning issue. The
retrieved PCR digest (that reflects PCRs 4, 11, and 12) matches the
expected one, confirming the UKI and filesystem integrity. The
framework claims that, given correct inputs, the derivation is de-
terministic and accurate; the results for the tested configurations
support this claim.

6.3 Remote attestation report
The Evident Client produces a structured report documenting ev-
ery verification step, including what was verified, observed and
expected values, and the security guarantee obtained if it passes. A
successful attestation means all checks passed; a failed one identifies
exactly which verification did not match, displays both values, and
explains what assurance is lost. The remaining passing checks are
still reported and may be meaningful under different trust models.

6.4 Latency breakdown
Non-network-dependent tasks (certificate chain verification, digest
comparison, measurement derivation) have near-instant execution
times. The dominant cost is network communication. The end-to-
end remote attestation time is approximately 1.8 seconds on Elastic
Compute Cloud and 4.7 seconds on Google Compute Engine (me-
dians over 100 runs, including network delays). The difference is
dominated by AMD Secure Processor report generation latency: re-
trieving the report is approximately 30–50 times slower on Google
Compute Engine than on Elastic Compute Cloud. The cause could
not be identified. In contrast, retrieving the virtual TPM quote is
approximately twice as fast on Google Compute Engine.

6.5 Resource consumption
To better observe Evident Server resource consumption, the resource
usage was monitored under sustained concurrent load (deliber-
ately unrealistic conditions). The Evident Server uses approximately
15MB of RAM regardless of concurrency level. On Elastic Compute
Cloud, CPU usage rises approximately 40% of a single core under
high concurrency, with throughput reaching approximately 20 re-
quests per second. On Google Compute Engine, CPU usage remains
near 0% regardless of concurrency (the server spends nearly all time
blocked on the Secure Processor device interface), with throughput
plateauing at approximately 0.3 requests per second. In realistic
deployments where attestation requests are infrequent, the server’s
resource consumption is negligible.

7 Conclusions
This thesis analyzed AMDSEV-SNP confidential VM offerings across
three major cloud providers and confirmed substantial differences in
attestation evidence transparency, with Google Compute Engine cur-
rently achieving the highest practical verification depth. The Evident
framework was designed and implemented to close the resulting
gap: the verifying party derives expected measurements directly
from the VM image artifacts rather than consuming reference val-
ues from a third party. The pipeline spans the full confidential VM
lifecycle, requires no workload modifications, and supports cross-
provider attestation on Elastic Compute Cloud and Google Compute
Engine. The evaluation confirmedmeasurement correctness, demon-
strated end-to-end functionality through a confidential inference
use case, and showed that the framework introduces negligible over-
head (approximately 15MB of RAM, end-to-end attestation under
8 seconds).

Several directions remain open: adding disk encryption for work-
loads that require persistent, confidential storage, broadening provider
coverage to include Azure Virtual Machines, monitoring runtime
integrity to detect post-boot vulnerabilities, and strengthening pack-
aging tooling to enable automated reproduction of image builds from
the included manifest.
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