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Abstract
Machine learning systems are increasingly being deployed in cloud environments due to the scalability

they provide. When doing so, users place their trust in the cloud service provider and the whole environment
where their workload is executed. This opens up a variety of attacks since any privileged actor from the
cloud service provider is capable of inspecting and tampering with the data and code provided by the user. In
addition to this, the lack of transparency in the cloud makes it difficult to understand what actually ran in each
workload that is executed, highlighting the need to collect relevant information about processes that are run
so that machine learning pipelines can be audited in the future. Because of that, recent work has explored the
implementation of provenance-based systems to later audit the machine learning phases that were executed.
Some of these systems have been deployed in trusted execution environments so that users can trust that their
workloads were executed without being tampered with and in the conditions that were expected in adversarial
cloud environments. However, none of the systems provide a solution to capture verifiable provenance in all
phases of a machine learning lifecycle while binding each client to the phases they execute. In this work we
propose VeriProv, a provenance-based framework for enforcing and auditing non-repudiable and verifiable ML
workflows in adversarial cloud environments.
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1 Introduction
Currently the AI market is still quickly growing, and many of its applications are being deployed in the

cloud. These environments are a great fit for teams deploying their AI applications without having their own
infrastructure in place, due to their scalability, ability to handle large workloads and vast computational re-
sources, allowing these applications to ’hyper-scale’ [1]. With this increase, it is important that we understand
what components are used in each phase of these applications, so that we can trust the artifact that is created
and, for instance, debug the process in case an error occurs or make a person accountable for a malicious or
erroneous action. Unfortunately, understanding how each phase of an AI application works is often difficult
and their deployment in the cloud makes the process even more opaque, which degrades the trustworthiness of
these applications.

One of the solutions presented to alleviate this problem are model cards [2] and datasheets for datasets [3],
two types of short documents that model and dataset providers can develop in order to give more insight on
properties of these artifacts. Datasheets, for example, provide information about how the data was collected,
which sources were used, and any transformations that were performed, and model cards describe the model’s
intended use, the data used to train it and the evaluation of the model.

To ease the extraction of properties or components used in different machine learning phases some authors
have built systems that can extract provenance data from phases of an AI application [4–7]. These systems
usually extract information such as what dataset and configurations were used to train a model or how well a
certain model was evaluated.

Despite these recent advancements in dataset and model documentation, and machine learning provenance
capture, existing systems fail to provide verifiable provenance capture of full non-repudiable machine learning
pipelines. A central goal of this work is to ensure non-repudiation of ML computation phases, binding each
execution step to an accountable actor. A solution to provide these assurances is especially relevant in an adver-
sarial cloud environment, where a malicious cloud provider can silently tamper with both the execution of the
workload or the data and provenance records being captured.

Although datasheets and model cards give more context to datasets and models that were produced, they
are fully controlled by their producers, who may lie about the properties of their artifacts. Because of this, users
have to trust in the entity’s reputation to trust in the underlying dataset or model. In addition to this, general
machine learning provenance systems such as MLFlow [4] and ProvLake [8] do not provide any cryptographic
guarantees of the data that is captured or the environment and runtime used for each machine learning phase.
Systems like Laminator [6] and VerifiableFL [7] tackle this problem by running the workloads in trusted ex-
ecution environments. However, none of these systems bind each machine learning phase to the responsible
actor, which allows attackers to safely train a model with a malicious dataset without being accountable in the
future. In addition to this, some of these systems focus in specific machine learning phases, such as training or
evaluation, instead of covering the full machine learning pipeline.

The objective of this work is to fill the gap of providing the non-repudiation and policy enforcement in end-
to-end machine learning pipelines in an adversarial cloud environment by running the workloads in confidential
virtual machines and storing the recorded provenance in a provenance graph.

In summary, this work proposes a provenance-based framework for enforcing and auditing non-repudiable
and verifiable machine learning workflows in adversarial cloud environments.

The rest of this report is organized as follows. Section 2 introduces the goals and expected results of our
work. Section 3 presents all the necessary background to understand the related work described in the same
section. Section 4 proposes an architecture for the solution that will be developed and in Section 5 we describe
how the proposed solution will be evaluated. Finally, in Section 6 we present the work schedule planned to
develop our work and we finish the report with a short conclusion in Section 7.
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2 Goals and Expected Results
In this work we address the problems of supporting auditability in the execution of machine learning tasks

in the cloud. More precisely:

Goals: We aim to introduce i) a binding mechanism between the identity of actors and the execution
of machine learning workloads in the cloud to guarantee the non-repudiation of all actions that are
performed, and a policy engine that can check for the compliance of user-defined policies before
running a machine learning workload for more flexible application-level guarantees; ii) a functional
prototype, called VeriProv, that can safely capture provenance of machine learning workloads exe-
cuting in confidential virtual machines in the cloud with acceptable overhead, and a way to safely
store and query the attestable records that are collected.

This work is expected to produce the following results:

Expected Results: this work aims to produce i) a functional prototype to capture provenance and
enforce a collection of examples policies in machine learning workloads that can be deployed in a
confidential virtual machine in the cloud; ii) a provenance store that safely stores attestable records
in a graph structure; iii) a query model to audit the information that has been previously stored; iv)
a set of evaluation metrics to measure the effectiveness of the solution.

The main contribution of this work is a provenance-based framework that ensures non-repudiation of ma-
chine learning workflows in adversarial cloud environments while enforcing runtime policies and providing an
auditable storage of attestable records.

3 Background and Related Work

3.1 Background
In this section wewill present the necessary background for our work. Section 3.1.1 defines trusted execution

environments, Section 3.1.2 introduces confidential virtual machines and Section 3.1.3 discusses the main aspects
about provenance.

3.1.1 Trusted Execution Environments

A trusted execution environment (TEE) is an environment that is tamper-resistant and can guarantee the
confidentiality and integrity of its code, data and runtime state, such as the CPU registers of a host machine.
One of its main contributions is to allow users to execute their sensitive code with potentially sensitive data with
the assurance that it is not read or modified during execution while providing a way to verify the correctness of
these guarantees.

TEEs typically rely on hardware-based mechanisms rather than software-based ones, as hardware operates
at a lower abstraction level and reduces the size of the trusted computing base, thus minimizing the number of
components that must be trusted. In this case, the trusted computing base is composed solely of the hardware
that is used and the application that is executed in the TEE. With this trusted computing base, TEEs assume the
existence of adversaries that have privileged access to the machine’s whole host operating system, hypervisor
and all host software and applications that are executing. This includes the machine’s administrator, third-party
software that is installed in the machine, a compromised host operating system or hypervisor, or a cloud service
provider.

A TEE guarantees three major properties: isolation, secure storage and remote attestation. Isolation guaran-
tees that no outside software or entity, such as a malicious administrator, the operating system, or an hypervisor
can access its data or tamper with its execution. TEEs also provide secure storage with persistent storage that
cannot be modified by any outside mechanism. Finally, remote attestation allows an external third-party to ob-
tain an authentic and timely report about the software and data state of a TEE, for example, to verify that the
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code provided to the TEE was not modified and that it is executing correctly. This last property is what makes
a user trust the machine is running as expected.

To perform a common remote attestation of a TEE the following general steps are normally followed:

1. Create a secure connection between the verifier and the trusted execution environment;

2. The verifier sends a challenge to the TEE, asking for a proof of the code and data that is being used;

3. The TEE gathers evidence for the verifier challenge, which can be, for example, a chain of hashes of all
components in the TEE’s trusted computing base and the software components loaded in it, that prove the
correct initialization of the TEE. In the future, a verifier can check the TEE system integrity by using this
measurement;

4. The attestation data is signed by the TEE with an attestation key and sent to the verifier. The verifier
challenge is also signed to guarantee freshness;

5. With the signed attestation data provided by the TEE, the verifier starts by ensuring that the signature is
correct. After that, it verifies that the signed data contains its challenge, to guarantee freshness. Finally, it
inspects the provided measurement and uses a policy to decide if the TEE state can be trusted. To do so,
the verifier usually compares the measurement it received with a list of measurements that are known to
be trustworthy.

Due to these strong security guarantees, TEEs are being used to provide trust in applications running in the
cloud, since that allows users to run their workloads safelywithout having to trust in the cloud provider. This also
opens opportunities to safely run machine leaning applications in the cloud with the guarantees that the train-
ing or inference of models are not tampered with. However, despite these guarantees, regular hardware-based
TEEs, that provide application-level security, have limitations in terms of memory size, ease of programmability
and performance, which hinders the development and deployment of full machine learning pipelines with this
technology. There has been however some work done to safely integrate TEEs with untrusted accelerators such
as GPUs in order to speed up the execution of these applications. Although it is usually considered an out of
scope attack vector, TEEs are also vulnerable to side-channel attacks which can compromise the confidentiality
of the data and code that is stored in the TEE.

3.1.2 Confidential Virtual Machines

A confidential virtual machine (CVM) is a type of virtual machine that runs as a trusted execution environ-
ment, extending the security guarantees of a regular TEE to full operating system andmore complex applications.
Like regular TEEs, CVMs are designed to guarantee the confidentiality and integrity of the code and data that
reside in it from any component residing outside of the CVM environment, such as the hypervisor or a cloud
service provider.

In contrast with traditional TEEs, which execute isolated applications with a small trusted computing base,
CVMs protect entire virtual machines, which includes the guest operating system, application stack, and data.
This larger scope allows developers to use more familiar tools, libraries, and programming environments while
still having access to hardware-based isolation and attestation that come from regular TEEs. Because of that,
CVMs ease the secure deployment of complex and full machines learning pipelines spanning data transforma-
tions, training, evaluation and inference stages and are becoming more popular to deploy these kind of applica-
tions securely.

However, the reliance in these additional abstractions and tools enlarges the trusted computing base of the
CVM, since the inclusion of the virtualized guest operating system also makes the attack surface larger than the
one observed in regular TEEs.

CVMs are supported by major cloud providers such as Microsoft Azure through Azure Confidential Com-
puting, Google Cloud with Confidential VMs, and AWS through Nitro Enclaves and Nitro-based CVMs.
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3.1.3 Provenance

Provenance, also sometimes referred to as lineage, is a term used to refer to the metadata that records all
the components and their relationships that contribute to the existence of a piece of data. That is, provenance
captures the origin, transformations and dependencies of data as it moves or is used through a system. This
information has several applications, such as, providing understandability and transparency of processes by
showing how an end product was obtained, or aiding in the reproducibility of processes by keeping the inputs
and transformations used to obtain a certain result.

Data provenance is often divided into why-, where- and how-provenance [9], which focuses in different
questions a user might ask about the origin or transformations of a data item. Why-provenance tries to answer
why an output exists by identifying the subset of input that produced it, which answers questions such as
"Which dataset was used to train this model?". How-provenance describes the derivation process of a certain
result, identifying the intermediate transformations that were used to compute it. This answers queries such as
"How was this prediction computed from the input and which transformations were applied?" Finally, where-
provenance tracks information about the origin of specific values of the output by specifying which specific
values of the input were used to compute it, which answers queries such as "Where in the dataset did this
feature value come from?". In machine learning these types of provenance can, for example, help explain how a
model was trained or in what data and transformations a model inference depends on.

When choosing how to collect provenance data from an application, the provenance data’s granularity needs
to be considered, that is, the level of detail of the information that is collected [10]. When considering coarse-
grained granularity we assume the script or workflow to be executed in a black box model. Because of that,
we assume that the output that is generated at the end of execution depends solely on all of the inputs used in
the script and the execution context that is used. For example, the inputs and outputs used in a model training
step would be considered as coarse-grained provenance. Fine-grained provenance includes the provenance of
individual data items, for example, of a specific row in a dataset, including the data transformation they go
through to generate a certain output.

In addition to this, there are also several different strategies to actually capture the desired provenance level.
These different capture strategies can be categorized by workflow-, process-, or operating system-based strate-
gies [11]. Workflow-based strategies are normally coupled to a certain workflow system which enables an easier
way to collect provenance through the system’s API. Process-based solutions on the other hand have to instru-
ment each script they use automatically or manually to extract provenance. However, they let the user define
exactly what information they want to collect although they are limited to capturing provenance of runtime
information. Finally, operating system-based solution have the advantages of not requiring the modification of
the scripts or workflows they want to execute and being agnostic about how the scripts or workflows are built,
since they capture only provenance of runtime information with the inspection of system calls that are executed.
This captures richer information at the cost of possibly storing too much data which in addition to using a lot
of storage, also hinders querying and visualizing the captured data.

After collecting the necessary provenance, the information can be stored in different ways to later be audited.
Previous work has stored provenance in relational databases, XML documents or RDF graph databases. The
choice of query language is tightly coupled with the storage solution that is chosen. Most of the times, the
collected provenance is represented as a directed cyclic graph where each node represents an entity or a process
and each edge represents a relationship between two nodes. This allows why-, how- and where-provenance to
be naturally represented [12].

Finally, there should be some security considerations when storing provenance. Firstly, in order for prove-
nance to be useful it is expected that it cannot be tampered with, so that users can trust in the information that
was captured. In addition to this, the order of the records that are captured should also not be modified, since
the relationships between records can change depending in the representation strategy. Lastly, the necessity of
securing confidentiality of the stored data should also be considered when storing sensitive information.

3.2 Related Work
In this section we will present systems that might or not use TEEs to capture provenance of general scripts

and machine learning applications with different strategies and provenance granularity. We will end this section
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with a discussion to compare the systems that are presented.

3.2.1 NoWorkflow

noWorkflow [13] is a command line tool designed to capture provenance of Python scripts. Its primary objec-
tive is to automatically collect the necessary provenance information without requiring the user to instrument
the script itself, while also providing tools to analyse the data that is collected.

noWorkflow captures three different types of provenance: definition provenance, which captures information
about the script definition such as function definitions, its arguments, and function calls; deployment provenance
that collects information about the execution environment such as the operating system used, environment
variables that were set and libraries the script depends on; and execution provenance which captures runtime
information of a script that is executed, such as how many times a function is called, and the values that are
used as arguments in each call.

Since provenance is captured automatically, the authors had to choose the right level of provenance gran-
ularity so that the amount of information collected was neither too overwhelming to analyse nor too sparse to
draw conclusions. Because of that, noWorkflow only captures provenance of user-defined functions.

To capture provenance, this tool starts by capturing definition provenance by using AST analysis to capture
the code structure, followed by using Python libraries to collect information about the environment that will be
used to execute the intended script, and finally it uses Python’s profiling API to capture execution provenance
by tracing calls to user-defined functions and monitoring file access. All data is stored locally in SQLite and can
be analysed with graph visualizations, by comparing two different executions, or by querying it using Prolog.

Although noWorkflow is a great tool to capture provenance of general Python scripts, it does not provide
any security guarantees such as verifiable attestation records of data that is collected or non-repudiation of
the workloads that are executed. Users using this system have to trust the entire environment used to execute
the desired Python script since noWorkflow does not use any confidential computing solution. Its focus is on
local provenance capture of scripts, and is therefore not suitable for secure auditability in adversarial cloud
environments as is.

3.2.2 ReproZip

ReproZip [14, 15] is an open-source packaging tool that leverages the collection of provenance data of ar-
bitrary scripts to enable their reproducibility. Its main objective is to make reproducibility more accessible and
simple, allowing researchers to automatically trace the execution of a script, to package all the necessary depen-
dencies and send it to another person who can later run the exact same experiment in its own machine. This
allows the researcher to not be worried with the application’s reproducibility, instead of having to manually
record every input, dependency, environment variable and the execution environment that was used to run a
script to later reproduce its execution.

This tool is divided into two main functionalities: packing, which captures everything needed to reproduce a
script’s execution and creates a package with all of the necessary information that was collected; and unpacking,
which is able to extract the content stored in a previously built package and reproduce the exact same experiment
in a potentially different environment.

To create a package for an experiment, ReproZip captures provenance from a command that is executed by
using ptrace to collect all system calls that are used during the experiment’s execution, storing all information in
a local SQLite database. All of the data is analysed to identify all input and output files and software packages the
experiment depends on. Packaged application can later be run in any execution environment by either setting
up the necessary environment variables for execution, or by using Vagrant or Docker to set up a virtual machine
or a container.

Although ReproZip is a great tool to provide reproducibility of experiments, it cannot capture application
level information since it only collects what system calls are executed and information about the execution
environment that is used to run the experiment. Because of that, machine learning specific data cannot be
captured, which is essential for our work.
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3.2.3 MLflow

MLflow [4] is an open-source platform that helps manage the machine learning development lifecycle. Its
goal is to provide tools that ease the development and deployment of machine learning models in large teams.
This platform follows an open interface philosophy by providing general interfaces for different abstractions such
as training a model, deploying it, or storing a locally trained model, while allowing the users to use their own
code, libraries and workflows to implement their desired software. This platform’s functionality can be divided
in three major modules: a tracking module which tracks the experiments ran through the platform, a projects
module that packages code and other necessary parameters so that it can be easily reused, and a models module,
which packages models using a generic format to later deploy them in different environments.

In our work, we are mainly interested in theMLflow Tracking module, which records information about each
training run that is executed using the platform. Each run can store various metadata defined by the programmer
itself such as the code used, data, input, output files and other parameters. The tracking is enabled by a Python
API provided by MLflow and that can be used by developers to specify what information they would like to track
in the code files they write. All of the logs are collected by default to a local directory of the host machine but
can also be redirected to a custom server to make it accessible to the whole team. The collected logs can later be
queried through an API or MLflow’s web solution.

Although this tracking tool is extremely versatile, it assumes that all users can be trusted, with no associated
threat model. The logs that are collected do not give verifiable guarantees about the integrity and authenticity
of the data, since any log can be tampered with or deleted without detection by any team member. In addition
to this, the tracking model focuses on storing information about the training and evaluation steps, disregarding
information about inference queries that are made to deployed models. This does not allow a user to easily
make a connection about the evaluation or training components that were used for the construction of a model
that was queried. Finally, MLflow logs are not bound to identities so any user can deny having trained a model
or claim that the logs were generated by someone else. These properties make MLflow unsuitable to support
auditability and accountability in an adversarial cloud environment.

3.2.4 Lima

LIMA [16] is a low-granularity data lineage tracing and reuse framework used inside ML systems. It captures
fine-grained data lineage of a machine learning process, keeping track of each variable used in the runtime in the
most space-efficient way possible. Its main goal is to be able to use the captured lineage traces in order to avoid
duplicate computation of intermediate values (e.g. calling the same method with the same parameters twice),
accelerating the whole machine learning algorithm. However it also serves as a space-efficient way to capture
low-granularity lineage information of a model’s training, such as which part of the dataset is relevant to the
model’s training.

To do so, the framework maintains a lineage DAG where each node is an operation that has been executed
with the associated inputs and outputs and the edges are data dependencies. This graph determines exactly how
each intermediate value was produced without including the computation that determined the control flow path
to reach each instruction.

Instructions in the script are instrumented so that the DAG can be built during execution, since all necessary
information to build the operation’s node (e.g. inputs, opcode, output...) is collected before the operation itself
is executed. The lineage graph that is built can later be serialized into a lineage log that can be stored and later
inspected.

Due to the capture of fine-grained provenance, the generated graph can become large. The authors apply
several compression techniques, such as deduplicating recurrent subgraphs, in order to reduce memory usage.

Although LIMA offers space-efficient lineage tracking and supports runtime analysis of the script that is
executed, its design is aimed at optimizing runtime reuse rather than auditability or verifiability. It does not
include any mechanisms for authenticating records, enforcing policies, or binding accountable actors to the
script that is executed, making it unsuitable for secure provenance in adversarial cloud environments.
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3.2.5 ProvLake

ProvLake [5, 8] is a provenance management system that supports runtime capture, storage and querying
of provenance data from multiple distributed workflows that use data from distinct data stores in large-scale
scientific applications. Its main goal is to offer a system that can capture runtime data from these distributed
workflows in away that does not incur in high computational overheads for the actual applicationwhile enabling
end-to-end traceability between all the captured workflows.

To achieve its goals, ProvLake is divided into five main components: the ProvLake library, which can be
imported into the user’s script to capture provenance of the execution environment and of information selected
by the user; ProvCapturer, a service that is responsible for processing the requests that come from the ProvLake
library by generating the relationships between the data that is collected and by converting the data into a
specified standard; ProvManager which receives the processed data from ProvCapturer and stores it into a cen-
tralized provenance store in the form of a graph; the PolyProvQueryEngine, which is responsible for providing
a provenance query API for the clients to use; and the Messaging System, which is used to support the use of
asynchronous communication between all the components.

With the use of these components, ProvLake provides a system that is capable of minimizing the provenance
capture overhead in multi workflow environments while storing relationships between the workflows that are
executed, in contrast withMLflowwhere these relationships need to be inferred externally. However, this system
does not offer confidentiality, integrity or authenticity guarantees for the provenance records that are stored.
In addition to this, it also does not ensure the non-repudiation for the code that is executed in each workflow.
This system assumes that the code and environment where each workflow and ProvLake component is executed
is not changed by a malicious actor, and, because of that, the correct execution of ProvLake’s components and
of each workflow cannot be verified. Because of this, ProvLake cannot be safely hosted in an adversarial cloud
setting as is.

3.2.6 PraaS

PraaS [17] (Proof as a Service) is a cloud solution that leverages the use of the Intel SGX TEE to provide
verifiable proofs of dataset’s properties, such as the mean or standard deviation of a dataset.

Its aim is to provide a system that dataset owners can use to prove their datasets hold particular properties
without having to reveal the dataset itself to the public. In addition to that, model owners that want to use a
particular dataset can verify its quality by inspecting the properties that were calculated before using the dataset
blindly and jeopardizing their model unnecessarily. This system proves to be useful, for example, in a federated
learning environment where the model owner would like to make sure that the datasets it is using are valuable,
while making sure that they remain private.

In this work, the authors assume that users have access to an infrastructure that provides up-to-date TEEs
and they do not take vulnerabilities in the TEE’s hardware into account. Dataset owners can be malicious and
try to convince other users that its dataset holds properties that it does not hold.

Since the attestation quote obtained from a TEE is not linked to the computation that is performed in it, it is
not possible to convince a third-party user that the properties calculated in an enclave are trustworthy. Because
of that PraaS creates an ephemeral key pair in their enclave code and includes a hash of the public key in the
attestation report. After attestation, results computed inside the enclave are signed with the corresponding
private key. Consumers can then verify that the results (which include dataset hashes, property values, and
optionally, function code) were generated by a genuine enclave. The size of these proofs can vary due to the
amount of properties that are computed over the dataset. However, the authors determined that the size of the
combined attestation quote, and the hashes of the input dataset, optional Python function code and the signature
of the result are 11.74KB in total.

While PraaS provides strong guarantees for capturing dataset properties, it is limited to this specific use case,
without considering capturing provenance of any machine learning phase and providing end-to-end auditability
of machine learning pipelines. In addition to this, it also does not mention the storage strategy used to keep
all generated records and lacks a non-repudiation mechanism, making it unsuitable as a general solution for
accountable machine learning pipelines executing in the cloud.
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3.2.7 Laminator

Laminator [6] is the first framework to build verifiable machine learning property cards with the use of
property attestations in TEEs. Its goal is to guarantee that the information in the property cards are correctly
measured and not tampered with. In addition to this, they allow users to verify the inputs used and outputs
produced during training and inference of an AI application and understand certain properties of a model that
is trained, such as accuracy, fairness and robustness, leading to trust in the artifacts that are built. Laminator
also introduces the concept of inference property cards, that capture a binding between a query, a model and
the query’s output.

Laminator considers an adversary model where the actor that trains, evaluates and deploys a model can try
to provide a valid attestation to a property that is not verified in it. If he creates this attestation without a verifier
noticing, the attacker is successful.

To issue property attestations, Laminator assumes there is an attestation mechanism using a TEE that ex-
ecutes a piece of code, produces a result and signs specific assertions, if and only if, the assertions hold. For
example, an inference property attestation is created if and only if the output that was calculated is the same as
the result of querying the deployed model with the input provided by the client. A general representation for
creating a verifiable attestation for a machine learning phase can be seen in Figure 1. The measurer is the Python
script that is executed and that is responsible for measuring the properties of a dataset, model or inference and
for creating the attestation with the recorded properties. All phases always receive an input for the script to be
executed and produce both an output and an attestation record which binds the inputs, outputs and code that
was executed with the environment that was used. The TEE is also loaded with Python and Pytorch in order to
execute the measurer script and Gramine, which is a library OS used to run unmodified applications inside Intel
SGX enclaves.

Host Machine

TEE

Measurer

Python + Pytorch

Gramine LibOS

Output

Attestation

Input

Figure 1: High-level architecture for verifiable execution of a machine learning phase in Laminator

The issued attestations by themselves are not very useful. Because of that, whenever a verifier wants to
analyse the relationships between the attestable records that have been collected they can later be chained
appropriately to providemeaningful conclusions such as “the queryQwas answered bymodelMwhich exhibited
an accuracy of 87%”, or “model M was trained with a dataset D with a distribution property P”.

While Laminator provides a strong foundation for verifiable provenance capture ofmachine learning pipelines,
it lacks mechanisms for non-repudiation of each phase that is executed in a TEE, which means actors cannot be
held accountable for each machine leaning pipeline step they execute. In addition to this, Laminator does not
define a particular storage strategy to keep the records that are generated, which means that all records need to
be agglomerated and chained whenever the verifier wants to check the relationships between the collected data.

3.2.8 VerifiableFL

VerifiableFL [7] is a system capable of training federated leaning models and generating verifiable proofs
about about how themodel was trained. In addition to that, they also introduce a new abstraction called exclaves,
which are integrity-based execution environments, based on TEEs, in order to not rely on the confidentiality of
TEE’s private keys to guarantee the safety of the data and code stored in it, protecting against side-channel
attacks.
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Exclave data records (EDRs) are attestation proofs that contain a hash of the measurement of the code used
in the exclave, and two key/value data structures, one keeping the hashes of inputs used in a federated learning
phase (such as a dataset) and the other storing the hashes of outputs generated in that phase (such as a trained
model). These records are signed by the exclave’s attestation key to guarantee it they were generated in a secure
environment.

To create an analysis of a complete pipeline, an attestation graph is built with all of the EDRs that were created
in each phase that was computed. Each of the EDRs whose attestation report has been verified is considered a
vertex of the final graph and there is an edge connecting two vertices when at least one of the outputs of one
EDR is used as an input in another EDR, creating a dependency between both nodes.

In this work, the authors considered that both a dataset owner or a model owner can be malicious by trying
to invalidate the claims recorded in the graph above without being detected. It is assumed that an adversary has
access to privileged software including the OS and hypervisor. The graph described above can later be traversed
by any user to identify a set of attacks performed by either a malicious dataset owner or model owner, such as:

• Firstly, an attacker could try to change the source code that is loaded in the exclave, for example, to skip a
certain phase of the whole federated learning algorithm. Since each node contains a measurement of the
code that was loaded in the exclave, an auditor can verify if the loaded code is part of a set of accepted
code measurements for each of the tasks, and identify an attack if that is not the case;

• An attacker could also try to modify the data sent by one of the nodes in transit before reaching a different
exclave. However, the receiving node would have a hash of an input that does not match any hash of
outputs from other nodes, which would be a sign of an attack;

• An attacker could also redirect its output directly to another exclave, skipping any phase that the attacker
does not wish to execute. However, this leads to missing edges or vertices in the resulting graph and can
still be verified by the auditor;

While VerifiableFL is a strong verifiable provenance capture system for federated learning workflows, it does
capture provenance of arbitrary machine learning tasks and cannot enforce additional policies during each task’s
execution. In addition to this, it does not bind actors to the corresponding tasks that they ran, failing to provide
non-repudiation of tasks that are executed by a certain actor.

3.3 Discussion and Comparison
In this section, we compare the systems presented in the related work based on a set of key dimensions that

are relevant for the secure collection and management of provenance in machine learning workflows. These
dimensions include: provenance granularity, trusted computing base (TCB), record verifiability, storage, and
machine learning workflow coverage. Table 1 summarizes this comparison.

3.3.1 Provenance Granularity

Provenance granularity defines the level of detail of provenance that is collected from an application. In
addition to that, its choice usually reflects the amount of storage necessary, as fine-grained provenance normally
leads to higher amounts of provenance data.

Across the surveyed systems, provenance is mostly collected at a coarse granularity, with only a few frame-
works offering fine-grained lineage. ReproZip, MLflow, ProvLake, PraaS, Laminator and VerifiableFL record
information at the level of scripts, runs, workflow steps, datasets or model-level properties, but do not track in-
dividual data items or internal operations in detail. LIMA is an exception, since it maintains fine-grained lineage
DAGs at the level of variables and operations inside ML systems, which incurs in more storage overhead, and
noWorkflow collects provenance for individual variables or items in per-phase records. Although fine-grained
provenance provides more information about a system, the overhead in storage and execution time, when ex-
tracting provenance, is usually higher.

Since capturing fine-grained provenance usually incurs in higher storage and runtime overheads, we chose to
adopt coarse-grained provenance collection for each machine learning phase that is executed. This provenance
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System Granularity TCB Verifiable Storage ML
Coverage

noWorkflow Fine Entire host ✗
Local SQLite
database

Generic
scripts

ReproZip Coarse Entire host ✗
Local SQLite
database

Generic
scripts

MLflow Coarse Entire host ✗
Central

artifact store

Training
and

evaluation

Lima Fine Entire host ✗

Local
serialized
DAG logs

Full
pipeline

ProvLake Coarse Entire host ✗
Graph
database

Full
pipeline

PraaS Coarse TEE and
runtime ✓ Not specified Dataset

properties

Laminator Coarse TEE and
runtime ✓

Attestation
chain

Training,
evaluation

and
inference

VerifiableFL Coarse Exclave and
runtime ✓

Graph
database

Federated
learning
training

VeriProv Coarse CVM and
runtime ✓

Graph
database

Training,
evaluation

and
inference

Table 1: Positioning of prior systems by provenance granularity, trusted computing base, storage, record verifiability, and
ML workflow coverage.

granularity makes the most sense in our solution since our goal is to capture application level provenance, such
as the input and output of the overall workload, instead of focusing in operation-level provenance.

3.3.2 Trusted Computing Base

The trusted computing base of each system determines the components that must be assumed trustworthy
during its execution. It is important that it is as small as possible in order to provide more trust to the users
using the system, as they will have to trust as little components as possible.

noWorkflow, ReproZip, MLflow, LIMA and ProvLake assume a large trusted computing base that includes
the entire host operating system of machines that are used, the runtime that is executed, and their local storage
solution where records are kept.

In contrast, PraaS, Laminator and VerifiableFL explicitly reduce the trusted computing base for their prove-
nance extraction due to the use of a hardware-based execution environment, where PraaS and Laminator use
TEEs and VerifiableFL uses its exclave implementation, based on TEEs. The rest of the software stack, including
the host OS and hypervisor, can be treated as potentially malicious, because integrity and authenticity of records
are derived from attestation mechanisms tied to the hardware root of trust. Because of this, users using one of
these three systems only need to trust in the execution environment implementation and in the code and data
that are used in the application’s execution.

One of the main goals of our solution is to provide a way for users to verify that their workload was executed,

12



without being tampered with, in the intended execution environment in the cloud. Because of that, using a
trusted execution environment is essential to provide this guarantee. Although CVMs lead to a larger trusted
computing base, since the virtualised operating system also needs to be trusted, they still provide the same
security guarantees as regular TEEs and a richer environment to deploy machine learning workloads. For these
reasons, we will be using CVMs to deploy our system.

3.3.3 Record Verifiability

After capturing provenance of an application and generating a record, it is important that there are mecha-
nisms to make sure that the captured information was correctly collected without modification. Most systems in
this survey do not offer cryptographic verifiability of individual records. noWorkflow, ReproZip, MLflow, LIMA
and ProvLake produce logs that can be inspected and queried, but these records are not signed or bound to an
attestation service. Because of that, a record can be forged by an attacker to give false information about the
execution of an application without being detected.

On the other hand, PraaS, Laminator and VerifiableFL generate records that are directly signed by a TEE or
exclave, and bound to an attestation quote, allowing a verifier to check that a record was produced by genuine
attested code over specific inputs, in the correct execution environment. This also guarantees that no attacker
can create a fake record without detection, giving a strong authenticity assurance of all records that are created
to the users.

As discussed in Section 3.3.2 we will be using a CVM to run the user’s workload and generate the provenance
records. Similarly to PraaS, Laminator and VerifiableFL, these records will be signed by the CVM to generate
verifiable attestation records. In addition to this, the actor that performed the execution of the workflowwill also
be included in the signed record to provide non-repudiation of each machine learning phase that is executed.

3.3.4 Storage

The storage strategies for provenance vary widely and affect how records can be queried and maintained.
noWorkflow and ReproZip store provenance in local databases and files on the user’s machine, making them
suitable for local analysis but less suited for shared, large-scale querying. MLflow relies on a central artifact
store that can be queried by users to inspect the experiments they ran. However, establishing relationships for
the experiments that are stored has to be performed manually. PraaS does not specify how it stores the verifiable
records it produces.

Lima, ProvLake, and VerifiableFL store the provenance information in a directed acyclic graph (DAG), where
each node represents an operation or machine learning step, depending on the provenance granularity, and
edges represent relationships between nodes. If two nodes are joined by an edge, it signals that an operation or
machine learning step uses the output of another node as its input. With this storage representation, it is easier
to answer why-provenance and how-provenance queries, since the graph can be efficiently traversed to answer
these questions. Although Laminator does not keep a graph provenance store while machine learning steps are
executed, it can generate an attestation chain of all records that have been generated. A graph storage solution
could be beneficial so that it can be updated as new records are created, without having to rebuild the chain
whenever a verification has to be performed.

Motivated by the flexibility of DAG-based representations in systems like ProvLake and VerifiableFL, our
design will include a graph-based storage solution to store the verifiable records that are generated. As discussed
in Section 3.1.3, this representation allows why-, how-provenance to be naturally presented, which leads to a
more natural way to express queries.

3.3.5 ML Workflow Coverage

The systems also differ in how much of the ML lifecycle they natively cover. noWorkflow and ReproZip are
domain-agnostic and can be used for ML scripts, but they do not provide ML-specific abstractions or semantics.
Since these solutions work without changing the script to be executed, and do not provide a library to instrument
it, users would have to manually modify the records to add machine learning specific information. In addition
to this, PraaS only concentrates in capturing verifiable dataset properties without covering specific machine
learning tasks.
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MLflow, LIMA and ProvLake are explicitly ML-focused: MLflow tracks training and evaluation experiments
and the models that are used, LIMA captures lineage inside ML systems, capturing fine-grained information
about each operation that is performed, and ProvLake supports provenance across all steps of machine learning
pipelines. Finally, Laminator spans training, evaluation and inference steps, while VerifiableFL targets feder-
ated training workflows without handling other machine learning steps such as the evaluation of a model, or
inferences of a deployed model.

Given the importance of supporting the full machine learning pipeline, our solution captures training, eval-
uation, and inference phases, allowing users to run any of the phases securely while capturing the necessary
provenance from each workload that is executed. In addition to these, VeriProv will also be able to capture
dataset properties, similarly to PraaS and Laminator.

3.3.6 Policy Enforcement

All of the surveyed systems are capable of either logging what happened in a script that executed (with or
without verifiability) or certify properties of specific phases. However, none of these systems are able to let
clients declare explicit policies, for example "Only answer the inference query if the model has been evaluated
with at least 0.90 accuracy", and to enforce them at runtime when they are not satisfied.

Our system will address this gap by supporting user-defined declarative policies that can be enforced in the
CVM before executing the workload itself. This enables the rejection of undesirable machine learning tasks,
before they are executed.

In contrast with existing systems, our approach is the first to combine verifiable provenance capture with
a binding between actors and the machine learning tasks they execute, and runtime policy enforcement in the
context of machine learning workloads deployed in CMVs in adversarial cloud environments.

4 VeriProv
We now propose VeriProv, a system that provides verifiable auditability of non-repudiable machine learning

pipelines executed in an adversarial cloud environment. This will be achieved by executing each machine learn-
ing phase in a CVM which will enable the generation of attested records containing the inputs, outputs and the
identity of the actor that is responsible for executing the corresponding workload. The generated records will
be stored as a provenance graph that can later be queried by an auditor and used to enforce user-defined policies
before the workload is executed.

Our system extends Laminator, which is already capable of safely verifying dataset properties or train, eval-
uate and query an AI model in the cloud while collecting verifiable provenance that can be verified in the future,
so users can trust the correct software stack and hardware were used for each of the phases.

We extend Laminator in four ways. Firstly, we intend to deploy our solution using a CVM in a public cloud
in order to ease the deployment of each machine learning stage. Secondly, we will store the attested records
generated by Laminator in a tamper-evident provenance graph, similarly to VerifiableFL, as they are generated,
so that auditors can trace dependencies between computations easily and answer why- and how-provenance
related queries. We will also add, to the generated records, a binding between an actor and the machine learning
phases that it executes, so that it cannot later deny executing each of the phases. Finally, we will add a runtime
policy engine that can check for constraints defined by the user before executing the phase, such as “Only answer
the inference query if the model has been evaluated with at least 0.90 accuracy”. These policies are checked in
the CVM, so that there is a proof that this check was not skipped and that it was performed correctly.

4.1 Threat Model
Our proposed system considers two main adversaries, a malicious cloud service provider whose CVMs are

used to deploy our system and the clients’ workloads, and malicious clients that interact with out system by
running their workloads in the provisioned CVMs. We considers the following attack vectors:

• Malicious cloud providers: a malicious cloud provider can control the whole host operating system
and hypervisor and may try to inspect or tamper with the data stored in it. Because of that, we run the
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clients’ workloads, generate the attestable records and enforce user-defined policies inside CVMs. This
allows users to verify that these components executed in the intended secure environment, without being
tampered with. In addition to this, a malicious cloud provider could try to generate a fake record. However,
it will not be able to do so since it does not have access to the CVM’s attestation key.

• Malicious clients: firstly, malicious clients can that try to modify or forge provenance records to mislead
auditors. Similarly to cloud service providers, they will not be able to successfully do so since they do
not have access to the CVM’s attestation key. In addition to this, a malicious client could train a machine
learningmodel with a malicious dataset and the action will be recorded in the provenance graph. If later an
auditor asks if this user was the one responsible for training the model, he could try to deny it. However,
each actor will need to sign the inputs it provides to each phase, which binds their identity to the execution
of the phase, making it impossible for them to deny their responsibility. Malicious clients could also try
to breach the provenance store used to keep the generated records. However, it is encrypted with a key
that is only known by a trusted auditor.

4.2 Assumptions
In this solution we assume that physical and side-channel attacks to confidential virtual machines are out

of scope of our work so that we can focus on solving problems regarding auditability and non-repudiation of
machine learning tasks running in an adversarial cloud environment. In addition to this, we assume there is a
public key infrastructure in place, where each client has a unique private key that is not leaked or lost, giving
a way for each client to identify themselves, so that we can safely introduce non-repudiation of the machine
learning tasks. Finally, we assume that a secret key can be shared securely with a trusted auditor that is able to
perform queries in our provenance store. We assume that the shared secret key is safely stored and is not shared
with any other entity.

4.3 Architecture
Our proposed system is built upon Laminator that was described previously. We consider this framework as

the base of our solution since it provides a good foundation that is capable of performing model construction and
inference while generating verifiable records of these stages. In addition to this, it can also generate records con-
taining verifiable information about the distributional properties of a dataset, such as the ratio of male-to-female
rows, and records with properties regarding the evaluation of a trained model, such as its accuracy, fairness and
robustness. In Laminator all these properties are verifiable since they are executed in a TEE. However, instead of
running this framework with a local machine equipped with a TEE, our goal is to provide the same guarantees
by using this framework in the context of confidential virtual machines running in the cloud.

At a high level, our architecture is composed of the following components: CVMs, which act as our trusted
execution environment that host the machine learning workload to be executed, ensuring isolation and attesta-
tion; a Record Generation component, which is responsible for generating an attestable record for each machine
learning phase that is run; a Provenance Store, which is an encrypted graph database that stores the generated
records and that can be accessed and queried by a trusted auditor and by the Policy Engine module; and a Policy
Engine, a runtime module that checks user-defined constraints against the provenance store before executing
the machine learning workload. A representation of architecture can be observed in Figure 2.

Host Machine

CVM

Record
Generation

Policy Engine

Store RecordInput

Client
Output

Provenance Store

Query

Query Result

Query

Query Result
Auditor

Figure 2: Architecture of our proposed system VeriProv
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This initial solution supports the following phases hosted in a confidential virtual machine:

• Calculate distributional properties of a training dataset by providing the training dataset, and the code
used to calculate the desired property. This computation will generate a record that contains the hash of
the training dataset that was used, the hash of the code that was used and the property that was calculated;

• Create a machine learning model by providing a training dataset and the code necessary to construct the
model. This execution returns the trained model to the client and creates a record with the hash of the
training dataset that was used, the hash of the code used to train the model and the hash of the model that
was produced;

• Calculate evaluation metrics of a previously trained model by providing a test dataset, the model to be
evaluated and the code necessary to calculate the desired metric. Example metrics such as the accuracy,
fairness or robustness of a model are already provided in Laminator. This computation creates a record
with the hash of the test dataset that was used, a hash of the model that was evaluated, the hash of the
code that was used to compute the evaluation metric and the metric itself;

• Query a previously deployed model in a confidential virtual machine by providing it with the desired
prompt. The computation will return the model’s response to the client and generate a record containing
the hash of the model that was used to answer the query, the hash of the input provided by the client and
the hash of the output generated by the model.

In contrast to Laminator, our system additionaly provides non-repudiation of each computation. The client
performing the request must sign the hashes of the inputs that are provided in the phase they are executing
with their asymmetric private key. Before performing the desired computation the confidential virtual machine
verifies that the signatures are valid and that the inputs provided by the client correspond to the signed hashes.
These signed hashes are also included in the final record of any computation, so that each record is bound to
the client that executed it. The final record is also accompanied with an attestation quote so that an auditor can
verify that the record was generated in the intended environment. This mechanism is not implemented by any
of the referenced systems and is what allows VeriProv to bind an actor to all the phases it was responsible for
executing, making it responsible for any malicious intent when executing in any of the phases.

Although Laminator by itself can generate the records above, an auditor still needs these records to be stored
in a way that enables efficient querying of the records that are collected. As an extension to Laminator, we
will store the collected records in a graph-like structure, similarly to ProvLake and VerifiableFL. Each record
generated by the phases described above is stored as a vertex in the provenance graph, annotated with the
properties needed to describe the corresponding computation. The graph can be implemented either on top of
an RDF triplestore, queried with SPARQL, or using a property graph system such as Neo4j, queried with Cypher.
To link the different vertices that are created, an edge is added between a pair of vertices if one of the records
uses an output of another record as one of its inputs. For example, a vertex containing the description of a query
made to a deployed model will have an edge connecting to the vertex that holds a record with information about
the model’s training, since the model output hash of the latter vertex is also recorded as an input hash in the
former. With this approach, the auditor can traverse the generated graph in order to establish links between
different computations.

Finally, each vertex of the graph that is built needs to be securely encrypted with a key that is only shared
with authorized auditors. With this approach, unauthorized users cannot access the information that is stored
in the provenance store. Moreover, if there is the need to remove the permissions of an auditor to access the
store, a new key can be generated and provided to the new auditor, as long as the provenance store is decrypted
with the revoked key and encrypted again with the new key.

4.4 Policy Enforcement
Policies are declarative constraints that can be specified by a user to obtain additional guarantees about

phases that have already been executed. When the responsible confidential virtual machine receives a request,
it firstly parses the policies that were defined by the user. To verify each policy, the CVM checks the provenance
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graph for the necessary records to audit if the constraints are satisfied. If they are, the execution of the intended
phase continues as expected. If not, the execution is halted and the attestation record contains the policies that
were violated if further inspection is needed.

We focus on simple stateless policies over existing records, such as existence checks or threshold compar-
isons. These policies are expressive enough to enforce many useful guarantees, including dataset validation or
model evaluation. More complex policies such as temporal constraints are out of scope for this work.

If the user wants to add a set of policies to the request it can send an additional JSON file containing the
policies it wants to enforce with the structure defined in Listing 1, where phase defines a previous phase in the
pipeline that will be checked for the policy enforcement, key defines the name of the property to be checked in
the policy, op defines the operator that will be used to check for the value of the property and value defines the
threshold for the property that will be checked, which can either be a single value or an interval. The key, op
and value are optional parameters so that the user can define a policy that simply checks if a previous phase has
already been executed for the model that is going to be used in the current phase. The Policy Engine module is
responsible for checking the validity of the specified policies and for parsing and translating the JSON file into
valid queries in the query language used to interact with the provenance store.

With this template, users can enforce policies such as the ones seen in Listing 1 and described below:

• “Only answer the inference query if the queried model has been evaluated with at least an accuracy of
0.90”;

• “Only train a machine learning model with a dataset 𝐷 , if the ratio of men to women in the dataset is close
to 1”;

• “Only answer the inference query if the queried model has been evaluated”;

The enforcement of these policies in the confidential virtual machine itself allows the users to trust that the
policies were not skipped, and that its computation has not been tampered with.

{
"policies": [

{
"phase": "evaluation",
"key": "accuracy",
"op": ">",
"value": 0.90

},
{

"phase": "dataset_property",
"key": "men_women_ratio",
"op": "in",
"value": [0.95, 1.05]

},
{

"phase": "evaluation"
}

]
}

Listing 1: Example of a JSON file that defines three different policies

4.5 Provenance Queries
The provenance graph that is built enables auditors to perform a variety of representative queries that cover

the main auditability scenarios the system is designed to support and that are not supported by isolated attes-
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tations alone. All of the queries can be performed by traversing the graph, recording the relationships between
the vertices and verifying the signatures of the records that are stored.

Our system provides a tool that lets an auditor use pre-defined templates that are then translated into queries
in the query language used to directly interact with the provenance store. The planned templates are the fol-
lowing:

• CheckRecord(phase, constraints): the CheckRecord query can be used to check if a certain record describing
the execution of amachine learning phase exists in the graph. contraints is a list of triples, where each triple
defines the name of a property, an operator and a value. With this template, an auditor can check if the
provenance graph contains a record with specific values. For example, by using CheckRecord("training",
[("model", "=", 𝐻 )]) an auditor can check if there is a record describing the training of a model with hash
𝐻 ;

• FetchAll(phase, constraints): the FetchAll query can be used to fetch all records that describe the execution
of a machine learning phase and follow a list of constraints, similarly to the previous query. For example,
an auditor can use this query to collect all records describing the evaluation of models with accuracy lower
than 0.90;

• FetchPipeline(record_id): the FetchPipeline query can be used to fetch all records that belong to the pipeline
of the record with record_id. For example, if an auditor runs this query with the record_id of an inference
record it will return the record describing the training of the model used for the inference, the evaluation
records of that model and the dataset property records of the dataset used to train the model.

These templates can be used to answer queries such as:

• Verify that training a model𝑀 used a specific dataset 𝐷 ;

• Given a deployed model or an inference that was performed, identify the dataset, training code, and eval-
uation results that led to its creation;

• Identify all models that were trained using a specific dataset;

• Verify that a client executed a particular training or evaluation phase in case a model is later found to be
faulty or biased;

• Verify that a model was evaluated according to a required set of metrics;

• Given a prediction returned to a user, trace back to the training record and verify that the model satisfied
certain evaluation properties at training time.

4.6 Use Case
As a particular example, this system can be used to help a team of medical professionals diagnose the pa-

tients they are treating. To do so, a diagnose prediction model can be trained using for example the MedDialog
dataset [18] [19] which contains conversations between patients and doctors that can be used to predict diseases
according to the symptoms shared by the patients. Doing this with our system allows the medical professionals
to firstly be assured that the model was trained with the desired dataset and that some properties such as the
training dataset having a gender ratio close to 1.0 or the trained model achieving a good accuracy hold. This
system also assures that all computations are ran in confidential virtual machines which can prove that the cor-
rect code was ran and that the data and code were not inspected or modified during execution. In addition to
this, the storage of all queries in the graph allows a medical professional to support the diagnosis provided to a
patient by showing that it was supported by a response from a correctly trained model.
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5 Evaluation
In this section we present our evaluation plan. Our main goals are to show that our system can be deployed in

practice using confidential virtual machines, to characterize the performance and storage overhead introduced
by record generation, policy enforcement and show that queries performed to the provenance graph are feasible.

We use Laminator as our baseline since it is a good base system that captures verifiable machine learning
properties in a pipeline. However, Laminator does not bind records to actors’ identities during the execution
of the system, does not store attestation in an explicit provenance graph that can be queried, and does not
enforce declarative constraints in runtime. VeriProv is able to guarantee these three shortcomings of Laminator.
However, by doing so, we are sacrificing additional performance and storage overhead in our system.

5.1 Record Generation Overhead
We will first measure the overhead introduced by record generation in each machine learning phase sup-

ported by VeriProv which are dataset properties analysis, training, evaluation and inference. For each phase, we
will run the following configurations: firstly, to establish a baseline, the workload will be executed in the CVM
without generating any Laminator or VeriProv records; after that, the workload will be executed with Laminator,
generating an attestation record, without non-repudiation guarantees or policy enforcement. Finally, the work-
load will be executed in VeriProv’s full system. For each configuration and phase, we will measure the latency
and report the relative overhead of Laminator and VeriProv compared to the baseline.

The record generation overhead should remain acceptable in order to not majorly slow down the important
computation of the workload, such as the training of a model. In addition to this, a high overhead can dominate
the execution time of quicker phases such as inferences to trained models. Since in real world applications
inferences tend to have a high throughput it is of utmost importance that the overhead introduced by the record
generation is not noticeable in this case. We aim to generate attestations in a fewmilliseconds in order to achieve
a similar efficiency as Laminator, since this overhead is negligible when compared to the running time of the
workload.

5.2 Storage Overhead
With the introduction of the provenance graph to store the records that are created in each phase, we will

also measure how much space we are actually spending by storing the information we believe is necessary in
each stage. We will be analyzing the amount of storage needed to store all records generated with different
values of throughput for each phase. Once again, phases with high throughput such as inferences need to be
taken into account, since they can quickly increase the amount of storage that is needed for the whole graph.

We expect the records that are saved to increase linearly with the amount of requests that are executed.
Because of that, we expect the memory needed by the provenance store to also scale linearly with the amount
of phases that are executed. We might need to use techniques to minimize the memory used in the provenance
store without losing any information. An option is to use deduplication, where instead of storing the same data
value in a lot of different nodes (e.g. a dataset that is used to train multiple different models), we can store the
data value only once, and each node that requires the value contains a pointer to the stored data value.

5.3 Provenance Query Performance
Finally we will also test how efficiently an auditor can receive the response of a query performed against our

provenance store. To do so we will test queries similar to the ones presented in 4.5 and measure the amount of
time it takes for the auditor to receive the response. The queries to be tested can be divided into two categories:

• Local queries: which only need the information from a single pipeline to look up for the answer of the
query, resulting in few vertices being traversed. For example, a client might say that he trained a model
𝑀 with a dataset 𝐷 and an auditor might want to verify the statement by asking the query “Did model𝑀
train with dataset 𝐷?”. In addition to this, a client might say that he performed an inference to a model𝑀
and that𝑀 was certainly trained with a dataset that does not respect property 𝑃 . To verify that statement,
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the auditor can ask the query “Does the dataset used to train model 𝑀 respect property 𝑃?”. This query
needs to firstly find the node related to training model 𝑀 to find out what dataset was used to train the
model, and secondly it needs to find the node related to the correspondent dataset properties to check if
property 𝑃 is respected;

• Complex queries: which need information from different pipelines to answer the query. These queries
might need complex graph traversals in order to obtain the final answers. For example, queries such as
“Find all models that were evaluated with less than 0.90 accuracy” need to traverse the whole graph to
give a satisfiable answer.

Since our Policy Engine needs to query the provenance store to verify the policies that are provided, we
need to make sure that answering to these queries does not take a lot of time. However, since the Policy Engine
considers constraints that check for properties of a single pipeline, they are limited to the use of local queries,
which are, in theory, more efficient than complex queries. In order to not worsen the overhead of record gener-
ation even further, our goal is for these queries to not take more than some milliseconds. On the other hand, it is
reasonable to assume that complex queries submitted by an auditor can take up to a few seconds to be answered.

We will test each class of query with provenance graphs of different sizes, to understand how scalable the
queries are with the increase of data in the provenance store. To perform this study we will measure the average
time it takes to answer a selected set of queries for each of the classes.

5.4 Policy Enforcement Evaluation
To evaluate our Policy Engine, we will design experiments where policies are intentionally satisfied or vio-

lated. Examples include:

• Training a model on a dataset that fails a required property, and verifying that the corresponding training
policy is detected as violated and recorded in the verifiable record;

• Issuing inference requests with specific constraints and verifying, via the provenance graph, that the poli-
cies applied to each prediction were those declared by the client.

Wewill measure the additional latency introduced by policy evaluation compared to running the same phases
without policies, and we will verify that the policy outcomes encoded in the records match the result that is
expected. This will show if our policy engine is both efficient and practical.

6 Work Schedule
The Gantt chart in Figure 3 illustrates the planned schedule for various tasks related to the MSc dissertation.

Jan’26 Fev’26 Mar’26 Apr’26 May’26 Jun’26 Jul’26 Sep’26 Oct’26

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

VeriProv Implementation
Validate and test Laminator

Add storage layer to Laminator

Implement non-repudiation

Implement policy enforcement

Evaluation

Project Paper

Dissertation Writing

Figure 3: Planned Schedule
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7 Conclusions
The growing adoption of AI applications in the cloud, which can be considered an adversarial environment

due to the implicit trust placed in cloud providers, makes it essential to ensure the secure execution of machine
learning workloads. Because of this, it is also necessary to collect reliable information about the workloads that
are executed, to enable a future audit of the relationships between all workloads.

Several existing solutions have explored verifiable provenance collection for machine learning workloads
using trusted execution environments, which let users trust that both execution and provenance captured were
run securely and without tampering. However, current systems do not guarantee non-repudiation of the phases
executed by clients, and they lack mechanisms to enforce user-defined policies policies that give additional
guarantees regarding components already computed but that are being used in the current phase.

In this report, we began by introducing the foundations of confidential computing and provenance. We then
surveyed the state of the art, analysing systems that capture provenance from general-purpose scripts to full
machine learning pipelines. Building on this, we proposed a solution that enables verifiable provenance capture
ofmachine learning pipelines with strong non-repudiation guarantees and policy enforcement using confidential
virtual machines. Finally, we outlined an evaluation plan to assess the system’s practicality and effectiveness,
and planned the schedule for future work.
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