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Abstract

The decomposition of applications into microservices results
in data being stored across heterogeneous systems, with data
schemas partitioned and managed by separate services. As
the size and complexity of microservice deployments grow,
the consistency of data associations at the application level
can be overlooked, and it becomes challenging to manually
identify data integrity violations.

In this paper, we present a systematic approach for identify-
ing semantic violations in microservice ecosystems, namely
operations and service interactions that break data integrity.
We formalize these violations by leveraging the Entity-
Relationship model and relational algebra to characterize
problematic operation patterns across distributed services.
We then introduce Aletheia, a static analysis tool that opera-
tionalizes this framework, using the static single assignment
(SSA) representation to track data flow and a novel abstract
call graph to detect integrity violations. We evaluate Aletheia
on 7 open-source applications, detecting 46 previously unre-
ported integrity violations, and use production-scale synthetic
applications to demonstrate scalability to large call graphs
with up to 500 microservices.

1 Introduction

The microservice architecture is a paradigm in which appli-
cations are decomposed into small components that can be
independently developed, deployed, and scaled [1-4]. Con-
trary to a monolithic architecture where application logic
is centralized into a single unit, the loose coupling of mi-
croservices enables the separation of responsibilities among
different teams [5]. This design not only allows teams to work
independently on smaller, self-contained codebases, but also
to adopt the programming languages and storage systems that
best align with their business requirements [5, 6].
Consequently, data management in microservice architec-
tures is also decentralized, namely by allowing each service to
choose its storage backend [2], which can range from scalable
and weakly consistent NoSQL data stores [7-9] to relational
databases with one-copy serializability semantics [10]. While
this flexibility aligns with and preserves the benefits of mi-
croservices, it also introduces challenges in maintaining data
consistency and integrity across the distributed system.
More concretely, when a large-scale service is decomposed

into a set of microservices, the logical relationships within
the data that form the state of the service should naturally
persist even when the actual data is partitioned and there-
fore physically isolated across these services. As such, it
becomes crucial to find systematic ways to model and reason
about these logical connections. In this context, the Entity-
Relationship (ER) model provides a time-tested, principled
formalism for modeling these cross-service relationships,
since the ER model already abstracts logical relationships
from their physical implementation.

However, while the logical relationships remain concep-
tually identical to those captured by the ER model, the mi-
croservice decomposition renders database-level enforcement
mechanisms (such as foreign key relationships) no longer
applicable across service boundaries. Hence, these data de-
pendencies and associations are typically handled by appli-
cation code. Yet, due to the complexity of microservices, it
can be almost impossible for developers to have a compre-
hensive understanding of the entire system [11, 12]. As a
consequence, the preservation of data relationships can be
overlooked or dismissed, compromising data integrity [13].
In practice, such inconsistencies have been reported even in
large-scale production systems [14].

In this paper, we tackle this problem through a principled
approach based on two pillars. First, we develop a formal
framework for detecting data integrity violations in microser-
vices by extending concepts from the ER model with rela-
tional algebra specifications tailored to cross-service data
dependencies. Our framework characterizes how a microser-
vice decomposition can violate three canonical types of data
integrity constraints: referential integrity (ensuring that refer-
ences between entities remain valid), entity integrity (ensuring
that primary keys uniquely identify records across partitioned
data), and uniqueness constraints (ensuring that unique values
remain consistent despite concurrent operations). In partic-
ular, for each constraint type, we identify operation patterns
— including cascading deletes and concurrent operations —
that violate integrity when data relationships span service
boundaries, and we formalize these patterns using relational
algebra for their systematic detection.

Second, building on these formal specifications, we intro-
duce Aletheia', a system for automated detection of integrity

I Aletheia is available at https://github.com/aletheia-microservices.
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violations in microservice codebases. Aletheia leverages static
analysis to identify the operation patterns formalized in our
ER-based framework, translating the corresponding relational
algebra specifications into concrete detection rules without
relying on user input. Aletheia’s detection relies on two key
techniques. First, the system analyzes the code of each mi-
croservice in its static single assignment (SSA) intermedi-
ate representation (IR) [15]. In particular, by building upon
taint propagation [16] over an SSA-based IR [17] and anno-
tating variables with information about database operations,
Aletheia can infer how values flow throughout any execu-
tion into various database operations. Second, we introduce a
new abstract call graph that represents possible call graphs
containing microservice invocations and database operations,
along with filtered taint information from the SSA analysis.
This graph enables the automatic extraction of the applica-
tion data schema and integrity constraints, which are then
validated against our formal specifications.

We implemented Aletheia as a framework in Go and used
it to analyze several microservice benchmarks and appli-
cations [18-23] written in Blueprint [24]. These applica-
tions span diverse domains (including e-commerce, social
networks, media processing, and reservation systems) and
employ storage backends ranging from relational databases
to document stores, key-value stores, and message brokers.

Our evaluation shows that Aletheia effectively identifies
data integrity violations in real-world microservice applica-
tions. The system achieves a precision of 81% and a recall
of 69% across applications of varying sizes and storage ar-
chitectures. Notably, Aletheia detected 50 distinct integrity
violations, of which 46 had not been previously reported in the
literature, including issues in widely used benchmarks such
as DeathStarBench and TrainTicket [18, 19]. These findings
demonstrate that data integrity violations are pervasive even
in well-studied codebases. Furthermore, Aletheia scales to
large deployments, processing synthetic codebases contain-
ing up to 500 microservices and 2,887 distinct call graphs
in under 20 minutes, making it practical for integration into
development workflows. These codebases are designed to
closely resemble real-world production systems [12,25].

In summary, this paper makes the following contributions:

* We highlight the problem of data integrity violations
in microservice architectures and propose a principled
detection framework, built on a formal extension of rela-
tional algebra and the ER model.

* We introduce Aletheia, a system that automatically an-
alyzes microservices and detects interactions that may
result in such data integrity violations.

* We demonstrate that our system can effectively analyze
applications at scale and identify previously unknown
integrity anomalies in existing microservice codebases.

The remainder of this paper is organized as follows. §2 dis-
cusses data integrity challenges introduced by microservice

architectures. §3 describes our principled approach for identi-
fying violations of data integrity constraints in microservices.
§4 presents the architecture and implementation of Aletheia.
In §5, we present our experimental evaluation, which analyzes
real-world microservice applications and assesses the scala-
bility of the framework. Finally, we discuss the limitations of
Aletheia in §6, survey the related work in §7, and conclude
the paper in §8.

2 Data Integrity in Microservices

In this section, we motivate the main data integrity challenges
introduced by microservices and overview our approach.

2.1 Challenges

Microservices introduce two key challenges to data integrity:
heterogeneous storage and partitioned schemas.
Heterogeneous storage systems. Microservice applications
typically employ heterogeneous storage systems, each with
its own consistency model and transactional semantics. While
some databases provide ACID transactions with strong con-
sistency, others adopt BASE (Basically Available, Soft State,
Eventually Consistent) principles [8], prioritizing availability
through eventual consistency [7]. This diversity creates sev-
eral problems. First, the guarantees provided by individual
databases cannot be maintained when systems are combined.
Even when each datastore individually offers some level of
guarantees, applications cannot enforce a unified consistency
model across all datastores. Providing stronger guarantees
(e.g., causal consistency or read-your-writes) across hetero-
geneous systems requires instrumenting code with special-
ized libraries [20, 26, 27]. Second, transactional semantics
do not extend beyond individual databases. Developers must
either forego transactions entirely or adopt weaker patterns
such as sagas [28], which implement sequences of local trans-
actions at each service but provide no isolation guarantees
across datastores. Third, using even a few weakly consis-
tent datastores introduces complexity. For example, in multi-
master databases with eventual consistency [29] (found in
both NoSQL [30,31] and SQL [32,33] systems), concurrent
writes may target different replicas and create divergent state.
While conflict resolution mechanisms such as CRDTSs [34]
or last-writer-wins (LWW) policies [30, 35, 36] ensure con-
vergence, they complicate application semantics, particularly
when a single request triggers multiple conflicts resolved
differently by each service.

Enforcing data integrity across partitioned schemas. As
data is split across databases according to the logic of each
service, schemas become fragmented and adapted to differ-
ent database models [1], complicating in several ways the
database-level enforcement of constraints that would exist
in monolithic applications. First, certain constraints cannot
be enforced across separate databases — for instance, for-
eign keys that establish referential integrity cannot be de-
clared when schemas are distributed across multiple datas-
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Figure 1: ER diagram with a possible decomposition of a monolithic
application into microservices. The cross symbol in red represents
the effects of the decomposition on the integrity constraints.

tores [13]. Second, some databases lack support for certain
constraint types entirely, as is common for numerical con-
straints in NoSQL storage [30,31]. Third, even for constraints
that individual databases can enforce, a single request may
span operations across partitioned data, requiring developers
to understand how different enforcement mechanisms (e.g.,
distinct conflict resolution policies) interact and influence the
overall side effects of an operation.

In practice, these limitations have forced developers to
take on the responsibility for maintaining data integrity at
the application level [13], yet the inherent complexity of mi-
croservices [11, 12,37] hinders ensuring correctness. To con-
cretely illustrate these challenges, we introduce an example
that demonstrates their effects on data integrity constraints.

2.2 Motivating example

Consider an application for online course enrollment with the
relational schema depicted in Fig. 1. This shows a monolithic
version containing the course, course details, and enrollment
entities along with their integrity constraints, and overlays a
possible microservice decomposition. This example contains
all three canonical types of data integrity constraints.
Referential integrity. The referential integrity constraint
ensures that records can only be referenced if they exist in
the referred table [38,39]. In relational databases, referential
integrity is preserved by ensuring that, whenever a record
delete (or update) operation is issued, the operation is either
blocked, returning an error, or the effects of the operation are
propagated to all the records referencing the deleted record,
thereby also being deleted (or updated).

In the example monolithic system, the database enforces
referential integrity through foreign keys (e.g., the cid col-
umn linking enrollment and course tables). However, after
decomposition into microservices, these foreign keys can no
longer be defined, and the cross-table relationships they en-
forced disappear (denoted with a red cross in Fig. 1).

In general terms, microservices cannot rely on referential
integrity across databases, shifting this responsibility to the
application layer — and ultimately to the developer [13].
Entity integrity. The entity integrity constraint ensures that
records in a table are uniquely identified through primary
keys, which must be unique and not null [38,39].

In the exemplified monolith, entity integrity is enforced by
the database through the cid primary key in both course and

course details tables, and through the composite primary key
cid and username in the enrollment table.

After decomposition, all entities share a copy of the same

primary key across different databases. Then, while databases
still enforce entity integrity, the services must collectively en-
sure system-wide integrity: if a primary key value can identify
one record for a given entity (e.g., course) in one database,
then the same primary key value must also identify all the
remaining partitioned records (e.g., course details) for entities
in other databases.
Uniqueness constraint. The uniqueness constraint (also en-
forced by primary keys) ensures that a specific value is never
repeated [38,39]. In our example from Fig. 1, the uniqueness
constraint is enforced by the database for the name column in
the course entity.

After decomposition, the course entity that contains both
uniqueness constraints is bound to a single service (course
service), whose database includes mechanisms to ensure that
values never repeat. However, the course details database
(whose data may depend on the course database) may not be
aware of the implications of such mechanisms, and jeopardize
the overall data integrity. For example, the course database
may discard the insertion of a new record if another course
with the same name already exists, while the respective de-
tails are successfully inserted in the course details database,
leaving the system with a partially created course.

These examples show how distributing data across mi-
croservices increases the risk of violating the canonical con-
straints that are trivial to enforce in monolithic systems.

2.3 Automating Data Integrity Analysis

Ideally, developers would have access to automated tools
that can easily identify situations that endanger integrity con-
straints, despite the inherent complexity of microservices.
However, given the limited research and the low visibility
of this problem, developers are either not aware of such risks
or are forced to manually debug their systems, thereby in-
creasing the chances of compromising data integrity.

To address this, we introduce Aletheia, whose goal is to
identify the parts of the code that may invalidate foreign key,
primary key, and uniqueness constraints. However, to deter-
mine the code patterns that flag these potential problems, we
require a precise understanding of the semantics of microser-
vices, how their state is accessed and shared across differ-
ent services, and which integrity-related invariants must hold
when data is accessed. To this end, we formally model these
concepts and define the conditions that can lead to violating
the above-mentioned integrity constraints, which enables us
to precisely derive a set of problematic sequences of actions.
Building on this foundation, Aletheia (detailed in §4) then
conducts a static analysis of an entire set of microservices.
This starts with an intra-procedural analysis to detect how
values flow throughout the execution to infer which variables
are used in datastore operations and included in remote ser-
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vice calls. Then, for scalability to larger codebases, we move
into an inter-microservice data flow analysis based on a new
abstract call graph, which is formed by retaining minimal in-
formation from the previous intra-procedural step according
to our formal model. Ultimately, Aletheia operates exclusively
on the abstract call graph, traversing it to infer cross-service
foreign key relationships, and then searching for patterns in
which database operations on data shared across services sug-
gest that an integrity violation may occur.

3 A Model for Data Integrity in Microservices

In this section we lay out our approach to reasoning about
how operations in microservices may break data integrity.
We build on relational algebra to specify conditions to break
the various integrity constraints, and then reason about the
combinations of operations that may trigger those conditions.

3.1 System Model and Notation

We consider microservice applications where data is parti-
tioned across several databases, and operations are issued
individually to each database by the corresponding service.

The state S of a database consists of a set of data objects
in a domain D. The initial state of a database A is Sy, and a
subsequent state, Sy, is obtained after applying a sequence of
i operations. We restrict the set of database operations O to
writes, reads, and deletes on tabular data, and denote them as
w, r, d € O. We define a request as a group of operations O
that are collectively triggered by a client application call.

For any two databases, A and B, that are part of a microser-
vice application with current states Sa, and Sp;, the global
application state can be denoted as Sy, Bj} = Sa; U Sp;, which
contains all data objects from both databases. We use 74 and
Tp to denote relational tables from databases A and B.

When a database is replicated under weak consistency
(which will be necessary to present data inconsistencies re-
lated to uniqueness constraints) its state may diverge when
operations execute concurrently on different replicas. Here,
we make the usual assumption that a convergent state is sub-
sequently obtained by applying a merge procedure [40].

We consider data integrity to hold when a given integrity
constraint, defined as a condition over the global applica-
tion state, is satisfied by the current state. Table 1 presents
the notation for defining the most commonly used integrity
constraints in relational databases, namely foreign key, pri-
mary key, and uniqueness constraints. We do not include
other constraint types such as check or not null, since they
are either application-specific or enforced locally by a sin-
gle database whose integrity does not depend on the state of
other databases. Note that while we define constraints using
relational database terms such as tables, columns, or records,
this does not lose generality. In particular, these concepts
can be adapted to other data models used in document-based
(collections, fields, documents) or key-value stores (tables, at-
tributes), as we will subsequently show by analyzing realistic

£ FK(bjTB, aiTA) column b; in table Ty is a foreign key referencing
'E column g; in table Tj.
E PKr, (a;) column ¢; is the primary key of table T
5 UNIQ;. "y (a;) column g; is declared as unique in table Ty
wr, (@i =x,...) write a record to table T4 specifying the values for
one or more of its columns (in this example, column
& a; with value x).
=]
S | (aj=y,...) < rr,(a;=x) read from table 7, filtering only the records where
g column g; has value x.
3
o | dr, (a; =x) delete from table Ty the records where column a; has
value x.
[01 A 02]req request req, including at least operations o; and 0

Table 1: Notation to represent database constraints and operations.

microservice ecosystems with a diverse set of storage back-
ends. Table | also shows the notation to represent operations.

3.2 Referential Integrity Violations

To understand the operation patterns that endanger referential
integrity constraints, we first recall the respective definition:
referential integrity states that an association can only be es-
tablished between two records if the referenced record exists.
In a microservice application, this link is established through
implicit inter-microservice associations [13] between parti-
tioned database records in different microservices, creating a
foreign key relationship.

The definition of a foreign key is formalized as follows,
where databases A and B hold tables T4 and 7p, respectively:

FK(b;B,a?A) 2VbjeTp (bj¢null:>3a,~eTA:bj:a,-)

Furthermore, we want to formalize a way to derive the
existence of foreign key relationships, even when a schema
annotated with those relationships does not exist, which is the
case in microservice code. To this end, we infer that a foreign
key FK (b]?B, al.TA) is established between tables T4 and Tp
whenever a value x that is written to or read from table A is
subsequently written in a column of table B (even if column
a; is not uniquely constrained in T4). The intuition is that the
value x is first associated with a record in table A, and its
subsequent use for creating a record in table B establishes a
referential dependency from 73 to T4, since the newly written
record in T depends on the existence of the other record in
T4. This corresponds to the following operation pattern:

((ai=x,...) < rp(..)vwr (ai=x,...)) A wgy(...,bj=x)

Following the notation in Table 1, the left conjunct repre-
sents one of two possible operations that must occur in table
A: aread to table Ty that returns a record where column g;
has value x, or a write to table T4 to add a new record where
column q; has value x. Then, the right conjunct states that the
same value x is subsequently persisted in table 7p of another
database. This establishes FK (b]?B, aiTA ), where column b; in
table Tp is a foreign key referencing column ¢; in table Tj.

As mentioned, this generalizes to other types of datastores
such as document-based or key-value stores, namely by gener-
alizing the previous reads and writes as any operations where
the shared value x is assigned to an attribute or an underlying
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Referential Integrity Referential Integrity
Delete Write + Delete

Sao: Sgo: Spo
{a} {b—a} {a}
delete(a)

delete(a) write(b, a) write(a)
A

Sar A 4 \ 4
{A; ’ Sai: Sai:
1@ {a}

(a) (b) (c)

Referential Integrity
Write + Write

Sao:
{r

Legend:

initial global state intermediate global state final global state

write(b, a)

Entity Integrity
Write + Write

Sao:
[ {} ]

write(ay)!

Y
Al
{a
(d

Uniqueness
Concurrent Writes + Concurrent Writes

Figure 2: Examples of operations on two databases that may break integrity constraints. Orange and red states are inconsistent intermediate and
final states, respectively. In (e), both databases are weakly replicated, and a final state is obtained by merging divergent replicas [40].

field of the object that is passed as an argument in writes,
creating a referential dependency.

Once we determined which foreign key relationships exist,
we can identify, across all combinations of operation types,
which are the ones that may violate the foreign key association
condition defined by FK (bJT.B , al.TA ) when applied concurrently
to the state of a pair of microservices. In our particular case,
since our generic model only includes three types of opera-
tions, we are able to exhaustively enumerate all possibilities,
thus gaining confidence in the completeness of the set of prob-
lematic scenarios we identified, which are shown in Fig. 2
(a)—(c). Each depicted scenario comprises two databases, man-
aged by different microservices, and the bottom part of the
figure shows how two concurrent operations (or a single oper-
ation in scenario (a)) cause the system to transition to a final
database state. For simplicity, we use b — a in the figure to
represent a record a that has a non-null column referencing
another column of record b, establishing a foreign key.
Absence of cascading deletes (RI-1). Fig. 2(a) illustrates
how delete operations may break the validity of data asso-
ciations. The initial global state corresponds to S¢s ;) =
{a, b — a}, where a exists in database A, and b in database B
contains a reference to a. The delete operation on database
A to delete record a causes the database to transition from
Sa, = {a} to S4, = {}, where record a no longer exists. In
contrast, no operations are issued to database B, thus its final
state is the same as the initial state Sy y = {b > a}. At the
end, the final global state S¢4, g,y = {b — a} contains a record
b with a reference to a, but record a does not exist in database
A, breaking referential integrity.

In a monolithic database, this could be seamlessly ad-
dressed through schema annotations such as ON DELETE CAS-
CADE’, which atomically propagates the effects of a delete
operation to all records that reference the record being deleted.
However, these mechanisms are not present in microservices
due to their decomposition, and the absence of equivalent
safeguards has been shown to be prevalent [13].

>We do not consider patterns involving updates to columns referenced
by foreign keys. While ON UPDATE CASCADE can be used to preserve
referential integrity in monolithic databases, updating referenced foreign
keys is a convoluted approach, dependent on application semantics, and no
real examples were observed in microservice codebases.

This leads us to an operation pattern describing this sce-
nario that is formalized as follows.

Ja; €Ty, bjeTg,xeD,de O:FK(bJT.B,a.TA)A

1
[dr, (@i =x)]reqnBd € O:dy, (bj=x) €req

The first line sets the existence of a foreign key, establishing
an association across tables 7 and T4 of different databases.
Then, there must exist a request where a delete operation on
table T4 is not followed by any subsequent delete operation
on the associated column b; of table Tp, with value x.

RI-1

Concurrent operations (RI-2). The second set of opera-
tions pertains to concurrent delete and write operations across
different databases, as illustrated in Fig. 2(b). The initial
global state of the application is Sgs, 5,3 = {a}, and a pair of
concurrent operations is applied to each database: the deletion
of record a is applied to the initial state Sy, = {a} of database
A, resulting in S4, = { }, and the insertion of a reference from
record b to a is applied to the initial state Sp, = { } of database
B, resulting in Sp, = {b — a}. However, when we aggregate
the final states of each database partition into a global state,
we obtain Sy, 5} = {b — a}, where record b references a, but
a does not exist. Therefore, the foreign key is not valid, and
referential integrity does not hold. (The same issue appears in
non-partitioned, weakly consistent replicated databases, a con-
text for which Bailis et al. [40] showed that delete operations
are not Z-confluent under foreign key invariants, meaning that
concurrent deletes and writes of references are unsafe, and
thus require coordination to preserve the invariant.)

The code pattern that flags this potential problem corre-
sponds to the existence of two requests that perform these
conflicting operations, as expressed by the following:

Ja;eTy, bjeTp, xeD,r,w,deO,n+m:

FK (b7, a/*) A RI-2

[VTA (a,' :x) N WTB("" bj :x)]reqn N [dTA(m)]reqm

Here, request req,, performs a write operation on table 75 to
create a new association in column b; referencing an existing
record with value x. This value is obtained from a preceding
read operation on table Ty, confirming that the precondition
for referential integrity is satisfied. Then, a concurrent request,
reqn, executes a delete operation on table Ty, resulting in
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the removal of a record that violates the referential integrity
constraint established by the first request.

Uncoordinated replication (RI-3). Concurrent write op-
erations may also affect referential integrity, namely when
this constraint is enforced among objects partitioned across
different storage systems.

To illustrate this, consider the scenario in Fig. 2(c), with an
initially empty global state S¢4 5,1 = { }. To establish an as-
sociation between objects, a request must contain two writes:
one that inserts record a in database A, and another that in-
serts a reference from record b to a in database B. Together,
these lead to the final global state of S, 5,3 = {a, b~ a}.
However, before reaching that state, there may exist a visible
intermediate global state Sg4 g, } = {b = a} where b refer-
ences a, but a does not yet exist, breaking referential integrity.

This violation stems from the lack of coordination among
datastores when replication is asynchronous. In such cases,
objects written in the same request may not become visible
together. As a result, foreign key references can temporarily
point to missing records, breaking referential integrity.

(RI-3) below formalizes the operations that can lead to this
class of intermediate states with integrity violations.

Ja;eTy, bj e Tp, xeD,r,r , ww' eO,ntm:

Ty T,
FK(bjB, aiA)/\ [(wr,(ai=x, ..) A wr, (oo bj = X) Jreq,
A" € 0w, (a; =x) € regy,

Ay bj=x) < (L) A r'TA(a[:x))

v (rTA (ai=x)A r'TB (bj :x)]reqm

RI-3
First, there must exist a foreign key in database B referenc-
ing an entity in database A. The pattern then starts with a set
of two writes in the same request (line 2): wr, that inserts the
object to be referenced, and W’TB that creates an association
with the former. The other request (lines 3-5) begins by ex-
cluding the write of the referenced object (line 3). Otherwise,
under common read-your-writes semantics, the write would
become visible to the subsequent reads, and the reference to
the written record would remain valid, preserving integrity.
Lines 4-5 describe the two alternative ways in which the same
key x may read from table T (where it is a foreign key) and
from table Ty, potentially exposing a missing reference. The
first pair of reads (line 4) retrieves record b with rz,(...) us-
ing an arbitrary key to extract the foreign key value x in the
record’s column b;, and then uses that foreign key to read
record a with r'TA (a; =x). The second pair (line 5) reads record
a containing the field x (through r7, (@; = x)), and then reads a
record b holding the value x as a foreign key with r’TB (bj=x).

3.3 Entity Integrity Violations

Entity integrity — which states that unique and non-null keys
must identify records in a table — is enforced by databases
through the use of primary keys. However, in microservices,

entities may be partitioned among different services and share
the same common primary key, allowing each database to
uniquely identify its portion of the partitioned record. In this
scenario, these various databases cannot guarantee consis-
tency between themselves, and this lack of coordination can
affect the overall application correctness.

Uncoordinated replication (EI-1). The effects of uncoordi-
nated replication are akin to those in the context of referential
integrity where, because writes are not coordinated across
datastores, the validity of primary keys may be compromised.

Fig. 2(d) illustrates this through a scenario where an entity
is decomposed into smaller entities in databases A and B, each
managed independently by different services.

Both databases A and B are replicated with eventual con-
sistency with initially empty states S, = { }, Sg, = { }. Then,
two writes are executed. write(ay ) is applied to database A to
insert record a with a primary key k, and write(by) is applied
to database B to write record b using the same primary key k.
Before reaching the final global state, there may exist an in-
termediate global state Sya, p,} = {bx } where record b exists,
but record a does not. At this moment, the primary key k can
be used to identify record b but not record a, and the primary
key becomes invalid across the application.

The following pattern captures the microservice operations
that may expose this problematic intermediate state.

da; €Ty, bjeTg, xeD,r,r',ww' €eO,n+m:
PKr, (a;) A PKry(bj) A [wr, (ai=x) A Wi (b =) ]req,

AW W' € O :wy, (ai =x) € regm n Wi, (bj = x) € reqy

A [rTA (ai=x) A r;‘g(bj :x)]reqm

EI-1
There are two primary key constraints: one on field a; in
table Ty of database A, and another on field b; in table Tp of
database B. The pattern then starts with a set of two writes
within the same request (line 2): wr, (a; = x) and wr, (b; = x),
splitting a single record across T4 and 7p using the same
primary key (line 2).

Then, the problematic request (lines 3-4) begins by exclud-
ing a write of the two records in the same request as the reads
(line 3); otherwise, similarly to pattern RI-3, these newly
written values would be visible under read-your-writes. With
this exclusion in place, two read operations rz, (a; = x) and
r’TB (bj = x) reading the same primary key value x may expose
an inconsistent state of the application, containing only one
of the two prior writes (line 4).

3.4 Uniqueness Violations
Similarly to primary keys in entity integrity constraints,
databases can individually enforce uniqueness constraints,
which can be defined at the column or table level.

However, when entities are decomposed across partitioned
systems, the per-database mechanisms to enforce uniqueness
may fail to preserve the overall data integrity of applications.

726 20th USENIX Symposium on Operating Systems Design and Implementation

USENIX Association



Conflicting writes (Un-1). This entails the occurrence of
concurrent writes that conflict in a partitioned database. Con-
sider Fig. 2(e) where databases A and B are both replicated
with weak consistency, but only database A has a uniqueness
constraint in column k. Then, two clients, ¢; and c¢,, access
the application from different regions and each issues a re-
quest to the application (write(ay) and wrire(b) from ¢, and
write(ay) and write(b") from ¢,). We use a4 and a;, to denote
write operations that insert records a and a’ using the same key
in column k. In this specific execution, the request from client
ci leads to states S, = {ax} and Sp, = {b}, whereas the re-
quest from client c; leads to states Sy/ = {a;} and Spr = {b'}.

Since the same column k was written concurrently to dif-
ferent replicas, a weakly consistent database must be able
to merge these writes through a mechanism such as LWW
[35,36] or CRDTs [34]. With the correct mechanisms, this
convergence will be automatic and preserve uniqueness con-
straints, e.g., applying LWW in database A can discard the
effects of write(ay) and preserve the uniqueness of the key
in column & in a final state Sy, = {a; }. However, despite data
integrity being preserved in A, the application data is now
inconsistent across databases A and B. This is because the
final global state S4, 5, = {a;, b, b’} includes the effects
of both initial operations on B, but only one operation on
A, meaning that the effects of one of the requests are only
partially reflected.

To detect such inconsistencies, the following pattern cap-
tures requests that include two writes and at least one of them
is on a constrained column.

da,a, €Ty, bjeTg, k, veDww' W' eO:
UNIQx, (au) A[(wr, (au=k) v wi, (ai =k, a,=v))
nwi (bj=k)]

req

Un-1

Here, there is one write wr, or w’TA to a database A that has
some uniqueness constraint (line 2, split into inserting value
k either (1) in a uniquely constrained column g, or (2) in any
column ¢; and another value v in a uniquely constrained col-
umn a,) and another write w’T'B to database B that uses one of
the values written in the former operation (line 3), regardless
of whether the value is part of the uniqueness constraint. The
idea is that, whenever there is a data dependency between the
two writes (in this case, through the shared value k) and one of
the databases holds a uniqueness constraint, then the overall
data integrity can break, as the effects of the constrained oper-
ation may be lost upon applying the convergence mechanism,
contrary to the other operation.

4 Aletheia

The formal framework from the previous section characterizes
code patterns that lead to data integrity violations in microser-
vices. However, manually inspecting codebases to identify
these patterns becomes increasingly difficult as applications

grow in size and complexity. To address this challenge, we in-
troduce Aletheia, a static analysis tool that operationalizes our
formal framework to automatically detect integrity violations.

Aletheia has four high-level steps. It begins with an intra-
procedural analysis based on SSA graphs (§4.1), followed by
an inter-microservice analysis that constructs an abstract call
graph (§4.2). This is then used to extract a schema for ob-
jects stored across the application’s databases (§4.3). Finally,
Aletheia identifies the code sections that violate integrity con-
straints (§4.4). We now detail each of these steps.

4.1 Intra-Procedural Analysis

Statically identifying foreign keys through implicit microser-
vice data associations as well as problematic code patterns
requires reasoning about how values assigned to variables
flow through the program, as we need to identify the prove-
nance of the inputs to database operations. To this end, we
first perform an intra-procedural analysis whose goal is to de-
termine, within each method, how values assigned to variables
flow into database operations and are used as input parameters
in remote service invocations. The latter is necessary to sub-
sequently broaden the scope of the analysis across services,
ultimately reaching different databases.

In particular, we conduct a data flow analysis on graphs
based on the SSA [15] intermediate representation of pro-
grams, where each variable has exactly one definition site,
and new assignments result in new versions of these variables.
This identifies the locations where variables are defined and
subsequently used while also providing a standardized view
of the program that abstracts away unnecessary details. In this
step, we also extend the analysis across procedure invocations
but within the same microservice, thus obtaining a per-service
data flow representation.

Building SSA graphs. These graphs are constructed from
the SSA intermediate representation of each method in the
microservice code, with nodes corresponding to SSA instruc-
tions. We illustrate how the SSA graph allows for tracking
data flow through an example of a product service (see Listing
1), which takes the id and name of a product as parameters
to be written to its relational database, creates a new compos-
ite product variable from the parameter values, and returns
the product. Fig. 3 depicts a simplified version of the cor-
responding SSA graph. In total, there are eight nodes that
correspond to the instructions from the SSA representation.
In this example, the id and name parameters are used as input
to the database write operation, which is represented by a
variable 7. Variable #; is associated with the newly created
product object with its fields id and name, respectively #, and
t3. The product constructor assigns to #, and #3 the values of
the parameters id and name, creating the nodes *#; = id and
*t3 = name, which are connected to t, and #3.

Tainting SSA graphs. After constructing the SSA graphs
for each function, we have the information to determine which
variables in the function flow into database operations and
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I func RegisterProduct (id, name) (Product, error) {
product_db.Exec (
, id, name)
product := Product{id: id, name: name}
return product, nil

5}

Listing 1: Snippet of Go code for register product method of product
service for an e-commerce application.

microservice invocations, either directly as arguments or in-
directly through other assignments and operations. This is
accomplished by employing a taint-propagation approach,
whose first step is to identify nodes corresponding to these
operations, and then proceed to discover all variables whose
values flow into these operations. For this, we annotate vari-
ables used both as input parameters and return values of those
operations. These annotations identify the call, along with the
interface parameter (in the case of microservice invocations)
or schema field (in the case of database operations) to which
variables flow. Then, we propagate these annotations to all
reachable nodes in the graph. Hence, whenever a variable
contains such annotations, we can determine that its value
flows into the corresponding operations.

Fig. 3 illustrates how this technique determines which
database operations each function variable flows into.
Through graph traversal, the system identifies variable #y as
a database operation. Then, since id and name are passed as
arguments, they are annotated, and taint information is prop-
agated to the neighboring nodes, following the edge flow in
the figure. Both taints on id and name eventually reach the
local composite product defined by ¢, indicating that its un-
derlying fields id (denoted by _obj.id) and name (denoted by
_obj.name) had been written in the product_db database on
the product table and id and name columns, respectively.

The previous process determines, for this particular func-
tion, which variables flow into the write operation (imple-
mented as a SQL insert on product_db) whenever the respec-
tive service is invoked. Furthermore, if the service makes
multiple internal function calls, we extend this analysis by
propagating taint information across the SSA graphs of the
various methods. To this end, we determine the final taints
(and thus their triggering operations) of objects that reach
microservice boundaries (i.e., other service invocations). In
our example, these are the id and name parameters, as well as
the product #; returned by the function, whose taints identify
the write operation on product_db to which they flow. This
enables a subsequent inter-service analysis of taint propaga-
tion, specifically how the parameters id and name supplied
by the invoking service are transformed by the remote service
invocation, which returns a value #; that incorporates taints
generated during the current analysis.

Note that this approach not only supports raw SQL, which
explicitly specifies record columns, but also NoSQL databases
such as key-value or document stores, and queues: by prop-
agating taint annotations through variables and their fields,

id (parameter)

name (parameter) N
_obj: product_db.product.id J{_obj: [ name] N\

to = invoke productﬁdb.Exec \
("insert into product (id, name) values (?, ?)", id, name) \\

t; = local Product
_obj.id: produc[ db produc{ ld
ob/ name: d e
= &ty.d &t1 name |
_obj: pmducr db product.id bj: produc Ict.name /

/
/

*t2 =id *
_obj: product_db.product.id ) | _obj: product_db.producs

Figure 3: Example of a simplified SSA graph for a product service.
Arrows represent the flow of taints originating in the write opera-
tion on fy. Nodes affected by the taint contain the corresponding
annotation below their SSA instruction. The standard execution flow
arrows from the SSA graph are omitted.

we can identify, for a given object used as an argument in a
call, the specific object fields that are referenced. The tainting
also extends to data passed as binary objects (as employed by
queues) as long as writers and readers use data types whose
fields can be statically identified (e.g., maps with statically
known keys) to construct and parse the binary objects.

4.2 Inter-Service Propagation

The second step broadens the analysis so we can detect when
the patterns from §3 occur across multiple microservices. The
main challenge is that we cannot simply continue the SSA
taint analysis beyond individual services: this does not scale
to large codebases, since it would require iterating over the
joint SSA graphs of potentially thousands of microservices.
Instead, the second step operates at a higher level of abstrac-
tion by building an abstract call graph, which provides a
scalable representation of applications while keeping mini-
mal taint information from the previous SSA graphs. The idea
is that the abstract call graph only retains, per service, the in-
formation about interaction points, namely microservice calls
and database operations, and the variables involved in them,
including incoming parameters and returned values of these
calls. This is the necessary and sufficient information to do a
similar analysis to the first phase, namely to detect the patterns
formalized in §3, even if they occur across microservices.
Building abstract call graphs. This graph comprises nodes
representing microservice endpoints or datastore instances,
and edges that denote invocations from one node to another.
Edges between services represent remote invocations from
one service to another. Edges connecting services and data-
stores represent either a service performing a datastore op-
eration or a datastore triggering the execution of a service
through, for example, an asynchronous event.

Furthermore, to track the taint flow through invocation or
return arguments, we represent parameters and return values
of either microservice or database operations as abstract ob-
Jjects. These objects contain the taint information obtained
in the previous SSA analysis, which indicates the service or
datastore calls into which variables flow. These objects are
attached to nodes or edges, depending on whether they are
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parameter/return variables associated with method declara-
tions or used in call sites, respectively, as explained through
the next example.

Fig. 4 illustrates a simplified abstract call graph for an e-
commerce application containing three services: APIService,
ProductService, and InventoryService. The logic of the Prod-
uctService and its RegisterProduct method closely follows the
example introduced in §4.1 and the SSA graph in Fig. 3. The
graph consists of five nodes, three for the interfaces exposed
by each service (APIService, ProductService, and Invento-
ryService), and two for the database instances (product_db
and inventory_db). There are four abstract objects, namely
the parameters and returned values involved in the example,
annotated with taint information from the preceding intra-
service analysis. These objects mediate the propagation of
database and service invocation taints across nodes, allowing
us to identify how data flows through services and operations.

The flow of interactions (solid arrows in Fig. 4) starts when

the client uses the APIService interface to register a product,
passing its id, name, and the amount to add to the inventory.
Within this method, the APIService calls the RegisterProd-
uct method in ProductService, which subsequently writes
to its database product_db and returns a product object ao;.
Then, the APIService uses the id field in product ao; as the
id argument (ao3) to call the AddInventory method in Inven-
toryService. The latter then uses the id parameter (ao4) and
amount, which we omit, as a value in the write operation to
its database inventory_db.
Tainting abstract call graphs. The abstract call graph con-
tains taint information extracted from SSA graphs, but this
only captures the flow of objects within the boundaries of each
microservice, which is insufficient for an analysis across mi-
croservices. Thus, after constructing the abstract call graph,
the next step is to traverse the graph from each entry point in
the application to propagate taints across the invocation chain.
This will enable us to determine which objects, exchanged
between services, hold taints from different databases, indi-
cating a data dependency between services. This in turn will
enable both detecting foreign keys and reasoning about com-
mon values used in different operations, as required by the
formal model we previously defined.

To achieve this, for every node in the graph, we identify its
outgoing edges and propagate the taints present in the objects
associated with the call performed by the current node (either
as parameters or return values) into the corresponding objects
of the callee method declaration. Then, for each abstract ob-
Jject that acquires new taints, the algorithm propagates them
to subsequent database and service calls the object flows into
by merging annotations.

To illustrate this, we return to our example in Fig. 4. Here,
we begin the tainting process by visiting the APIService on
RegisterProduct, and then proceed to subsequent nodes ac-
cording to the outgoing edges. The first database tainting
propagation (red dashed arrows in Fig. 4) occurs when we fin-

RegisterProduct
(id, name, amount)

Edge objects
(call arguments)

Edge objects
(return value)

APIService.
RegisterProduct

ao4: product aog: id

[rpc] _obj.id:
InventoryService.AddInventory.id
[write] _obj.id:
products_db.product.id

[write] _obj:
products_db.product.id

(id, name)
returns product

ProductService ‘//InventorySen/icé\\
RegisterProduct / \  AddInventory )

wr{t‘;\ _ inventory_db.productid )
(id, amount) —_—
N —
product_db inventory_db

Figure 4: Example of a simplified abstract call graph for an e-
commerce application. Abstract objects are prefixed with ao. Taint
annotations in bold correspond to new annotations computed during
the iteration of the abstract call graph. Solid arrows describe execu-
tion flow. Dashed arrows describe taint propagation.

,' Node objects
' (returned value)

ao0,: product

[write] _obj:
products_db.product.id
[write] _obj:

[write] _obj.id:
products_db.product.id

ish visiting the ProductService and return the analysis to the
APIService, propagating the taints from ao; to ao; through
the object returned by the RegisterProduct method. This prop-
agation results in a new annotation on ao; indicating a write
in products_db, meaning that the value of ao, provided by
the APIService, flows into the database of ProductService.

Then, the graph traversal returns to the APIService. Since
aoj contains an rpc annotation indicating that its id field is
used as a parameter in the AddInventory call, then the new
write taint on ao is propagated to the corresponding object in
that call (ao3). Finally, when visiting the InventoryService, we
see that object ao4 is used as an id parameter of the method
invoked by the APIService. Therefore, following the same
logic as in ProductService, we propagate the taints from ao3
to ao4 by matching caller-callee objects, thus completing the
taint chain from product_db to inventory_db.

This step of connecting the two databases through two
taint annotations on object ao4, is fundamental for our next
analysis. For instance, in our example, we observe a group
of operations matching pattern RI-3 (line 2) for referential
integrity, where related records (product and inventory) are
written in the same request, but may not be visible together
during reads due to the lack of coordination. Then, when the
detector module identifies another request executing reads on
both the newly created records, completing the RI-3 pattern,
it identifies a referential integrity violation.

4.3 Extracting the Application Data Schema

The two previous components allow Aletheia to determine
how values are exchanged between services and included in
different database accesses. This allows us to determine the
schema information and search for the access patterns defined
by our methodology.

Computing foreign keys. During the graph analysis, any
taint propagation that causes an abstract object to contain
multiple taints originating from different datastore operations
results in a foreign key being added to the schema. However,
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we still need to determine the direction of the foreign key
association, since taints capture the order and type of opera-
tions, but do not indicate which field references the other. To
determine which table holds the foreign key and which table
contains the referenced records, we account for (i) the types
of operations, which tell us whether we are obtaining a pos-
sible foreign key (through reads or writes whose values are
propagated to other operations) or merely storing it (through
writes), as well as (ii) the objects used as keys in these opera-
tions, whose taints specify the database fields being accessed
and for which the foreign key will be constructed.

To this end, we denote each pair of operations as an or-
dered tuple (op1, ops), where op; € {read, write} and write
denotes any mutating operations.

Since foreign keys establish a data dependency between
two tables, there is always one object whose value is included
in operations to both tables, whose taints indicate the fields
accessed in each table. Therefore, we use field; and field,
to denote the fields accessed by that same object in op; and
opa, respectively. After having determined the fields being
accessed for each operation, we can construct foreign key rela-
tionships according to the rules below for the pair (op1, op2).
This is based on the intuition that if one of the operations
is a read and the other is a write, then the write inserted a
reference to the field that is read, independently of whether
it appears before or after the write (O and @). In case of two
writes (®), since they occur when both the referenced and ref-
erencing objects are written in the same request, we assume
that the second write inserts a reference to the former, which
has just been created.

@ if (read, write), then field, references field;
@ if (write, read), then field) references field,
® if (write, write), then field, references field;

For (read, read) pairs, the direction depends on whether
the propagated value is a key that was used as a parameter in a
read operation (readj,y) or a returned value (read, ;). A field
returned as read,,; and subsequently used as readj., (®) is
considered the referencing field, as it provides the key that was
retrieved and then subsequently used as a foreign key to look
up a value. When both operations use readj., (®), we cannot
infer the direction exclusively from the operation that reads a
foreign key. Therefore, based on the order of operations, we
assume that the first read retrieves the referenced field directly
using a foreign key, while the second read looks up the record
holding that foreign key.

@ if (read,q, ready,y) then field, references field,
® if (readyey, readyey), then field, references field,

4.4 Pattern Detection

The role of the detector module is to search for problematic
code patterns that violate data integrity. This is enabled by the
previous steps: constructing the data schema to extract data
integrity constraints (see §4.3) and performing taint propaga-

tion in the abstract call graph to determine the flow of objects
into service invocations and database operations (see §4.2).

With this information, the detector only needs to traverse
the abstract call graph, locating the database operations, and
checking for the presence of the problematic operation pat-
terns defined in §3 (RI-1, RI-2, RI-3, EI-1, Un-1).

4.5 Implementation

Aletheia was implemented in Go using its Go SSA IR [41].
Thus, it can be extended to support other programming lan-
guages, since SSA representations can be obtained for multi-
ple languages using analysis or compiler frameworks [42,43].

Aletheia relies on three important mechanisms to analyze
microservice codebases: identifying service methods that im-
plement remote invocation endpoints, the locations where
these invocations occur, and locating database accesses. How-
ever, microservices may employ a range of frameworks and
communication protocols to interact with one another, and
also use a variety of libraries and drivers tailored to each
specific storage system. This diversity makes it difficult to
encompass all frameworks and thus to locate these calls.

Given these difficulties, we analyze applications written
with Blueprint [24], which identifies this information. In par-
ticular, Blueprint implements microservice invocations as reg-
ular function calls, and database operations through interfaces
that abstract the underlying storage, thus allowing us to easily
locate both of them. In the future, Aletheia could be extended
to support other frameworks [44,45] besides Blueprint, as
long as they provide standardized abstractions for database
and microservice calls that can be statically identified.

5 Evaluation

We evaluate our system to answer the following questions:
* Can Aletheia detect data integrity violations effectively?
* Which data integrity violations were found by Aletheia?
* How does application complexity impact analysis time?

5.1 Case Studies

We evaluated Aletheia using a dual approach that combines
existing open-source microservice codebases (denoted as re-
alistic applications), and production trace-based generated
code (denoted as synthetic applications) to compensate for the
lack of production-scale open-source microservice collections
while evaluating the scalability of our approach.

Realistic applications. We conducted a broad search for
open-source microservice applications across multiple pro-
gramming languages. Aletheia was evaluated using the iden-
tified applications, namely seven microservice applications
spanning four domains: e-commerce (Digota, SockShop, ES-
hopMicroservices), social networks (PostNotification, Social-
Network), media storage (MediaMicroservices), and book-
ing systems (TrainTicket) [ 18-23]. The SocialNetwork and
MediaMicroservices applications (both part of DeathStar-
Bench [18]) and TrainTicket [19] correspond to benchmarks

730 20th USENIX Symposium on Operating Systems Design and Implementation

USENIX Association



Name #MS #DS #LoCs #RPCs #CGs | Mem. | RI-1 RI-2 RI3 EIl1 Un-l1 | TP FP FN
Digota'V [21] 4 4 1179 27 19 266 MB 2 2 0 0 0 4 0 0
EShopMicroservices™" [22] 5 5 875 33 23 257 MB 2 6 0 0 0 8 0 2
Sockshop [23] 8 6 1676 49 19 291 MB 3 3 0 0 0 0 6 0
PostNotification” [20] 3 2 173 6 3 228 MB 0 0 1 0 0 1 0 0
SocialNetwork [18] 13 10 1374 31 341 MB 0 0 3 0 0 3 0 0
MediaMicroservices'" [18] 14 19 1480 54 12 265 MB 0 0 3 1 1 5 0 0
TrainTicket [19] 31 21 4462 170 58 285 MB 14 17 4 0 0 29 6 20

Table 2: Static analysis results per application. For each application, we report: (1) characteristics such as microservices (#MS), datastores
(#DS), lines of code (#LoC), RPC calls (#RPCs), and call graphs (#CG, equaling the number of frontend requests); (2) Aletheia’s peak memory
usage (Mem.); and (3) detection errors broken down by integrity violation pattern, and its true positives (TP), false positives (FP), and false

negatives (FN). Applications marked with (1) were ported to Blueprint.

that approximate large microservice applications in real de-
ployments. The overall set of applications (see overview in
Table 2) involve typical microservice operations such as man-
aging product catalogs and orders, creating posts and notifica-
tions, storing media content with reviews, and handling ticket
reservations with associated services. Applications employ
various storage systems, including document stores (Mon-
goDB), message brokers (RabbitMQ), caches (Redis, Mem-
cached), and relational databases (MySQL), with system sizes
ranging from 3 to 31 microservices, 2 to 21 datastores, and
up to 4462 lines of code. Communication spans 6 to 170 RPC
calls in 3 to 58 call graphs.

In two cases, we extended applications with missing logic
that seemed intuitively necessary, without which some prob-
lematic data partitioning could not be uncovered. In particular,
we extended MediaMicroservices by adding endpoints (i) to
insert complete movie records in a single request, instead of
having the client separately calling four endpoints to write the
associated data, and (ii) with a previously missing operation
to read movie details, which is necessary to obtain an ID that
was writable but not accessible to the client, and is required
to read movie pages. In TrainTicket’s implementation, ticket
reservations trigger the creation of insurance, consignment,
food order, and delivery records, but the system was missing
an operation to access this state as part of a reservation query.
Hence, we added an endpoint to query all records for a given
reservation through existing read endpoints.

Synthetic applications. To demonstrate that Aletheia scales
to production-like scenarios and to assess how the call graph
structure influences performance, we generated synthetic ap-
plications based on graph characteristics (call depth, fan-out,
and request volume) derived from Alibaba’s production mi-
croservice traces [12] (see Table 3). Since there is no public
access to the service logic, we generated microservice stubs
with a configurable number of write and delete operations per
method. Additionally, to assess the sensitivity of the results
to varying graph parameters, we created five variants that
modified one of the call graph characteristics at a time.

Experimental Setup. The experiments were conducted on
2x Intel Xeon Gold 5320 CPUs at 2.2GHz with 52 cores and
256GB of RAM, and all results represent an average of 5 runs.

5.2 How Effective is the Detection in Aletheia?

Table 2 presents the analysis results across all realistic applica-
tions. In our methodology, we computed an approximate false
negative rate by manually and extensively searching for the
patterns of operations defined in §3 to determine an approxi-
mation of the ground truth for the total number of problematic
code patterns. In our analysis, we refer to the programming
issues that may lead to data inconsistencies as bugs, while
acknowledging that, in some cases, the application logic may
tolerate the resulting semantic anomalies, or work around
those issues through careful database configuration.

Aletheia achieved 81% precision and 69% recall, identify-
ing 50 true positives, 12 false positives, and 22 false negatives.
Notably, 46 of these true positives represent previously un-
reported bugs, with the exceptions being PostNotification
and SocialNetwork, whose bugs were previously identified as
cross-service inconsistencies through a runtime consistency
enforcement shim [20].

We reported all bugs to the developers of the respective

applications. All bugs were confirmed for TrainTicket, Digota,
PostNotification, SocialNetwork, and MediaMicroservices by
the respective authors. The developers of EShopMicroser-
vices replied only to an initial report on RI-1, but confirmed
the bugs and suggested solutions to address them. Further-
more, the authors of TrainTicket indicated these issues would
be further investigated and addressed in future implementa-
tions due to their relevance in the application.
False positives. We examined the sources of false posi-
tives and how developers can interpret these warnings. The
primary source of false positives is Aletheia’s conservative ap-
proach, which flags patterns as potential violations even when
application-specific business logic ensures safety: SockShop
produces 3 RI-1 false positives from cart deletions that inten-
tionally do not cascade to orders, and 3 RI-2 false positives
from concurrent cart deletions and order creation, where the
application coordinates safely. TrainTicket exhibits similar
patterns where deleting contacts or price configurations does
not propagate to reservations, which is correct by design but
conservatively flagged, resulting in 3 RI-1 false positives.

A second source of false positives arises from over-ap-
proximation in taint tracking. Aletheia propagates taints to
all reachable variables, so when variables tainted by differ-
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ent database operations are combined in expressions (e.g.,
x<a+b), the result inherits all taints. This can lead to incor-
rectly inferred foreign key relationships. In TrainTicket, 3 of
35 warnings (1 for RI-1, 2 for RI-2) are such false positives.
To reduce the number of false positives, Aletheia allows
developers to suppress cascade warnings for entities not in-
tended for deletion and to be ignored by the detection module.
False negatives. False negatives occur when query patterns
prevent foreign key detection. Some applications retrieve re-
lated objects by using values as query filters rather than as
direct foreign key lookups. For instance, TrainTicket retrieves
price configurations by filtering on train type name instead
of using a foreign key to access the related object. This pre-
vented Aletheia from identifying 3 foreign key relationships,
resulting in 8 undetected bugs (3 for RI-1, 5 for RI-2).
Another source of false negatives arises from cross-request
implicit associations, where relationships between entities
exist outside of the microservice code, and are established
through user-provided values that bridge arguments of dif-
ferent RPC requests. For instance, TrainTicket allows users
to query station information in one request, then use the re-
turned station name as input for order creation in a subse-
quent request. Since the order service never queries the sta-
tion database using the value from the user, but the order
creation populates related records (DELIVERY, FOOD-ORDER,
ROUTE, TRIP) with this station name, the connection between
STATION and these records exists only across separate re-
quests rather than within application code, leaving foreign
keys undetected. This limitation caused 12 false negatives
in TrainTicket (5 for RI-1, 7 for RI-2). Similarly, a missing
foreign key between COUPONS and PRODUCTS caused 2 false
negatives in EShopMicroservices (1 for RI-1, 1 for RI-2).
The results in Table 2 show that larger codebases (measured
by number of microservices, datastores, and LoC), contain
more potential integrity violations. For example, TrainTicket,
with 170 service invocations, contains almost eight times more
violations than Digota, with 27 invocations. This is because
more service invocations and cross-datastore interactions cre-
ate additional data associations across services, increasing vi-
olation likelihood. Importantly, this trend validates Aletheia’s
relevance: as applications grow in complexity, the number
of integrity violations rises substantially, making automated
detection essential where manual debugging is challenging.

5.3 Which Data Integrity Violations were
Found by Aletheia?

Next, we present a detailed description of the detected bugs.
Digota. Four referential integrity bugs were detected (2 for
RI-1 and 2 for RI-2). For RI-1, deletions of PRODUCTS are
not propagated to their SKUs (Stock Keeping Units), and dele-
tions of SKUs are not propagated to ORDERS. Although similar
patterns involving orders are false positives in other applica-
tions, invalid references from ORDERS to non-existent SKUS
cause order returns to FAIL whenever the order service cannot

retrieve the related SKUs, preventing refunds from complet-
ing. For RI-2, we found that a PRODUCT can be concurrently
deleted while an SKU is created, and an SKU can be concur-
rently deleted while ORDERS referencing it are created.
EShopMicroservices. FEight referential integrity bugs were
detected (2 for RI-1, and 6 for RI-2), which affect the correct
processing of baskets. For RI-1, the two bugs occur when
the deletion of PRODUCTS or COUPONS is not propagated to
the BASKET that contains references to them. For RI-2, the
six bugs occur when PRODUCTS or DISCOUNTS are deleted
while a BASKET is concurrently created or updated.
PostNotification. One referential integrity bug was detected
for RI-3 concerning a foreign key from a NOTIFICATION to its
POST. The bug occurs when the notify service receives a new
NOTIFICATION via a message broker and uses the POST ID to
fetch the corresponding post in storage service. If replication
is stale, users may receive notifications for non-existent posts.
SocialNetwork. Three referential integrity bugs were de-
tected for RI-3 under asynchronous replication, and concern
foreign key associations between timelines (USERTIMELINE
and HOMETIMELINE) and POST. The bugs occur when POST
IDS retrieved from timeline caches or the USERTIMELINE
document store are later used to fetch POSTS from the post-
storage database. Under stale replication, loading timelines
may fail whenever one POST is unexpectedly missing from
the post-storage database.

MediaMicroservices Five bugs were detected regarding
referential integrity (3 for RI-3), entity integrity (1 for EI-1),
and uniqueness (1 for Un-1) violations under asynchronous
replication. For RI-3, reading a page may fail whenever for-
eign keys obtained from reading MOVIE-INFO and MOVIE-
REVIEW are then subsequently used to retrieve the movie
details (CAST, PLOT) and the review content (REVIEW-
STORAGE), as any referenced record (all created together in
the same request) may be missing. For EI-1, obtaining the
movie ID and reading the page may fail as MOVIE-ID and
MOVIE-INFO are not guaranteed to be visible simultaneously.
For Un-1, concurrent movie registrations with the same ti-
tle require conflict resolution in MOVIE-ID to preserve the
uniqueness constraint, discarding one MOVIE-ID, thus leaving
an orphaned record in MOVIE-INFO. Consequently, subse-
quent PAGE reads and REVIEW writes may observe partial
results across MOVIE-ID and MOVIE-INFO.

TrainTicket. Twenty-nine referential integrity bugs were
detected (10 for RI-1, 15 for RI-2, and 4 for RI-3). RI-1
bugs arise when deleting: (i) ORDERS without propagating
effects to INSURANCE, CONSIGNMENT, DELIVERY, or FOOD-
ORDER; (ii) STATIONS without propagating effects to OR-
DERS or CONSIGNMENTS; (iii) ROUTES without propagating
effects to PRICE CONFIGURATIONS; (iv) TRIPS or USERS
without propagating effects to ORDERS or CONSIGNMENTS.
RI-2 bugs involve the previous entity pairs (except those in (i),
as all records are created in the same request) and new pairs
(ORDERS referencing CONTACTS and PRICE CONFIGURA-
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# | Purpose CD FO #DS #CG #MS Mem
APP1 | Median 6 2 7 267 50 1.17GB
APP2 | p90#DS 6 2 55 267 50 1.70 GB
APP3 | p90 CD 12 2 7 267 500  9.94 GB
APP4 | p90 FO 6 16 7 267 500  10.08 GB
APP5 | p90#CG 6 2 7 2887 50  11.32GB

Table 3: Synthetic applications with varying call depth (CD), fan-
out (FO), datastores (#DS, equaling the number of writes), and call
graphs (#CG, equaling the number of frontend requests) according to
Alibaba’s report [12], as well as stateless microservice count (#MS).

TIONS), and occur when a record may be deleted while a new
reference to it is created. RI-3 bugs occur when the ORDER
ID is used to read the ORDER and query related INSURANCE,
CONSIGNMENT, DELIVERY, and FOOD-ORDER records.

5.4 How Do Application Size and Complexity
Impact Analysis Time?

We evaluate how application size and complexity affect the
scalability of our approach. Fig. 5 shows the analysis times for
both sets of applications, decomposed into parsing, schema
building, and detection phases. Parsing includes code re-
trieval, SSA graph construction and tainting, and abstract call
graph generation. Schema building taints the abstract graph
while reasoning about data associations. Detection searches
for the problematic patterns.

We start by analyzing applications in the realistic set, which
complete in under 4 seconds. The analysis time increases
mainly with the remote call count, whereas microservice and
datastore counts have a smaller impact. For example, more
than doubling the number of microservices from 13 (Social-
Network) to 31 (TrainTicket) results in a smaller than 2x
increase in analysis time (2.07 to 3.52 s). Breaking down into
phases, parsing dominates total time, while schema building
and detection are barely visible.

We now examine synthetic applications (Table 3) to un-
derstand how specific parameters influence the analysis time.
Compared to realistic applications, the schema building and
detection phases consume larger proportions of both time
and memory. This reflects the substantially higher complex-
ity of synthetic applications: up to 2887 call graphs vs. 58
maximum, with greater per-graph complexity from increased
microservice and datastore accesses. The shift occurs because
more operations generate larger volumes of taint information,
increasing propagation overhead through invocation chains,
and extending schema building and detection times.

Our detailed analysis of the synthetic set begins with APP1,
which represents the median Alibaba call graph parameters,
and completes in 20 seconds. Comparing APP2 with APP1, in-
creasing datastore operations from 7 to 55 per request results
in a 3x increase in total time, demonstrating some sensitivity
to database access frequency. Comparing the largest applica-
tions (APP3 and APp4) with APP1 reveals the primary scal-
ability driver. Despite using the same number of datastores,
their 10x increase in microservices (from 50 to 500) produces
a corresponding 10x increase in total invocations (from ap-
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Figure 5: Analysis time per application, sorted by complexity (sum of
the number of microservices and datastores). The reported analysis
times are given for Total, Parsing, Schema Building, and Detection,
where Total is the sum of the other three components.

proximately 13k to 130k). This leads to analysis times reach-
ing 801 and 908 seconds, respectively, confirming that total
invocation count strongly predicts analysis time. APP5 vali-
dates this finding by achieving high invocation counts through
a different approach than ApP3/APP4, namely maintaining
a low microservice count (50) but increasing the number of
call graphs (and thus frontend requests) from 267 to 2887,
allowing it to reach similar total invocations as the larger ap-
plications. The resulting analysis time of 1152 seconds is
comparable, confirming that invocation count drives analy-
sis costs regardless of whether complexity arises from more
services or more entry points.

Finally, comparing APP3 and APP4 reveals that the struc-
tural properties of the call graph have minimal performance
impact: despite differing significantly in call depth (12 vs.
6) and fan-out (2 vs. 16), they show nearly identical schema
building and detection costs.

6 Limitations

Parameterized dynamic queries. As a static analysis tool,
Aletheia supports only statically defined queries and filters
and cannot infer data relationships from dynamically con-
structed query operations. For instance, when SockShop dy-
namically adds tag name filters based on user input (WHERE
tag.name="?), these relationships are not captured by our anal-
ysis. However, we did not find instances where this limitation
affected the evaluation results for any application.

Cross-request implicit associations. When relationships
between entities are established through user input that
bridges separate RPC requests, Aletheia cannot infer them.
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This caused a few false negatives in two services, as discussed
in §5.2. In the future, we could address this by allowing devel-
opers to explicitly annotate association variables with foreign
key metadata, enabling Aletheia to recognize these relation-
ships while preserving its automated analysis.

Lazy enforcement of data integrity. Certain applications
may handle data integrity lazily. For instance, when a user
is deleted, dependent data may be retained and deleted later.
This can be captured by Aletheia if the delete is executed upon
an asynchronous event published as part of the triggering dele-
tion. However, if deletions are propagated outside the request
path (e.g., through a background process that periodically
cleans orphaned records), developers would have to specify
which cascade warnings to ignore during the analysis.

7 Related Work

Analyzing Microservices. Laigner et al. [13] conducted a
study of data management practices in microservices, identi-
fying fundamental challenges in ensuring application safety
across services due to decentralized storage and application-
layer logic. Their work provides a valuable high-level char-
acterization of microservice consistency challenges through
practical examples where applications can observe inconsis-
tent states due to the lack of database support for transactional
guarantees and event coordination. However, it lacks both a
formal problem specification to systematically reason about
integrity constraints, and automated detection mechanisms.
Romaio et al. [46] recently introduced MAD, an anomaly
detection tool that takes a monolithic service written in Java
and a proposed decomposition, and uses an SMT solver to
flag anomalies from non-serializable executions. While this
shares the setting of detecting semantic inconsistencies in
microservices, it has a different focus on anomalies in the mi-
gration into microservices, receiving as input the monolithic
implementation of Java applications and a proposed decom-
position, instead of a microservice codebase. Furthermore,
the correctness criteria of serializable executions may be too
restrictive, whereas Aletheia allows broader semantics and
pinpoints only the problematic data integrity violations.
Peng et al. [37] introduced an architectural measurement ap-
proach through trace analysis, which allows users to identify
architectural issues due to poor service decomposition, such
as redundant services with similar functionality and invoca-
tion chains in which a single service is invoked multiple times.
In contrast, we operate at the source code level to identify
sections that violate data integrity constraints, which would
remain undetected even when addressing architectural issues.
Hutcheson et al. [47] propose a methodology for the high-
level understanding of microservice system architectures
from service dependency graphs and context maps extracted
through static analysis. This approach detects REST endpoints
and calls without capturing how data values are exchanged,
and, while it identifies overlapping service entities based on
similarities, it does not capture the necessary data flow to infer

foreign keys or data dependencies that affect integrity.
Addressing Inconstencies in Distributed Systems. Flight-
Tracker [26] is a centralized solution that offers Read-Your-
Writes (RYW) session guarantees with support for intra-
session concurrency by storing the writes of users in the form
of a ticket propagated throughout the request. Antipode [20]
uses a distributed approach that enforces cross-service causal
consistency (XCY) by tracking and propagating dependencies
from writes in the form of lineages that capture the partial
order of events. However, these are runtime consistency en-
forcement shims [48] for distributed systems. In contrast, our
approach executes prior to runtime and identifies the specific
causes of potential inconsistencies, enabling developers to
decide whether the code should be modified to address them.
Modular Development Frameworks. Service Weaver [49]
and Blueprint [24] are frameworks that allow users to
write modular applications through regular function calls
for inter-component communication, and later deploy them
as microservices. Service Weaver [49] separates the logi-
cal boundaries (code) from the physical boundaries (deploy-
ment) by compiling and automatically deploying components.
Blueprint [24] allows users to explore microservices across
several dimensions, including application logic, middleware,
and frameworks, enabling the reproduction of anomalies such
as metastability failures [50], tail latency effects [51], and
cross-system inconsistencies [14]. As such, both have a com-
plementary goal of simplifying microservice development and
can benefit from automatic detection of data inconsistencies.

8 Conclusion

Data decomposition in microservices creates challenges in
maintaining integrity across physically separated but logi-
cally related data. This paper presents a formal framework to
systematize integrity violations in microservices, identifying
specific operation patterns that compromise constraints. We
leveraged these foundations to build Aletheia, a static analysis
tool for automated violation detection. We demonstrate that
Aletheia detects previously unreported bugs in open-source
microservice-based applications, while also showing good
scalability in synthetic benchmarks. These results suggest
that automated integrity verification can become a practical
reality in microservice development toolchains.
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