Requiremen ts for High erformance Group Supp ort in Distributed Systems. erner ogels werner@inesc.pt aulo er �ssimo aulov@inesc.pt Lu �s Ro drigues ler@inesc.pt INESC April,1992 Abstract lthough the use of gr oups and gr oup ommunic a- tion is oming mor and mor ac epte as an im- ortant to ol for implementing distribute applic a- tions and algorithms, ther is stil much ontr oversy ab out the way the gr oup ar adigm should actual ly implemente d. In this ap er the authors identify some of the ar as in which these ontr oversies stil exist and expr ess their views on the matters ausing the disagr ements. In tro duction. The group paradigm is widely accepted as eing an excellen metho of structuring activities in dis- tributed systems. rom the pioneering pro jects in the past ], large um er of researc pro jects in areas related with group structuring and reliable group comm unication ha emerged 10 13 14 ]. Although there is consensus on the merits of the group paradigm, there is hardly an of this agreemen on ho the paradigm should ac- tually implemen ted and presen ted to the user. Recen tly esp ecially in Europ e, ha noticed ho far the ideas on related matters are still apart. INESC has een in olv ed in um er of pro jects in the area of group supp ort for distributed systems, whic has resulted in dev elopmen of the comm u- nication supp ort arc hitecture for the DEL A-4 sys- tem and the dev elopmen of group comm unica- tion system for standard orkstations. Based on the lessons learned from these pro jects an Instituto de Engenharia de Sistemas Computadores, R. Alv es Redol, 1000 Lisb oa ortugal, el.+351-1- 3100281. This ork has een supp orted in part JNICT, through Programa Ci encia. to describ some of the requiremen ts think are essen tial for group supp ort service. These lessons also form the basis for our curren researc pro jects in olving the design and implemen tation of group supp ort for micro-k ernel and real-time en vi- ronmen ts. Since comm unication sp eed is the dominan require- men for op en distributed computing 11 are concerned with pro viding high erformanc com- unication service on whic the group supp ort ser- vice can based. This quest for high erformance dominates ho think group comm unication service should designed. The main factor in the design of group supp ort service, is the use of the end-to-end argumen t. Ap- plying the argumen to group supp ort service will ensure that di�eren requiremen ts from applications can satis�ed without forcing unnecessary costs up on users of the service. The argumen dictates the structure of the comm unication mo dule and the in terface through whic the mo dule is presen ted to the user. In the follo wing sections ould lik to discuss some sub jects lik op erating system in teraction, use of net ork tec hnology comm unication services, en- gineering and scalabilit It is not the aim of this pap er to pro vide complete co erage of all ossible topics, but to con tribute some of our exp eriences to the discussion on ho to implemen group supp ort services. Op erating system supp ort. Within station view the group supp ort sys- tem as ulti-mo dule en vironmen that crosses traditional comm unication la er and op erating sys- tem oundaries. Ma jor comp onen ts are ulticast supp orting infrastructure mo dule, reliable group comm unication mo dule, time service and collec- tion of group managemen mo dules implemen ting algorithms in the area of mem ership, replication and co op eration managemen 19 ]. eliev that pro viding the system service at ev ery station in- stead of creating ackb one service at dedicated stations greatly enhances the erformance and the reliabilit of the group supp ort service. One of the ma jor questions is what yp of supp ort for groups should giv en an op erating system. In curren tly used monolithic systems (lik Unix) where all op erating systems services are pro vided the ernel, the group supp ort system should part of this ernel. The programming en vironmen can in terface with the system through the standard ernel-user in terfaces. The argumen that not all ernels will need supp ort for groups and that th us the mo dules should placed in user space to allo dynamic managemen of services has een sup erseded the fact that mo dern monolithic sys- tems normally allo dynamic recon�guration of the ernel adding device driv ers and system calls at run-time. or the new class of op erating systems build on top of microk ernel it is easier to structure group sup- ort service, as one is not ound the traditional strict la ering of comm unication services that are only accessible through the top la er in terface. In microk ernel based en vironmen see the group supp ort system as la ered en vironmen where one has access to all (also the lo er) la ers. The group supp ort system should pro vide transparen service to all op erating system en vironmen ts ailable at that station. should also aim at transparency et een tra- ditional and group comm unication hannels. In this case it should ossible, in the traditional clien t-serv er mo del, to replace the single serv er replicated serv er without mo di�cations at the clien 14 ]. This will greatly enhance the relia- bilit of distributed systems applications without ha ving to pa the price of forcing all implemen tors to use the same paradigm. Resource managemen in op erating systems will e- come more and more imp ortan as supp ort for ul- timedia needs to giv en. It is ery lik ely that future systems will ha mec hanisms to refuse the handling of certain requests in order to able to satisfy requested resource allo cation video or au- dio streams. In this case our comm unication system should supply mec hanisms that allo proto cols to gracefully terminated or retried. similar mec h- anism has een used in the Delta-4 arc hitecture where an inac essibilty hec as done to see if the op erating system could ful�ll the needs of the proto- col. There is crucial di�erence et een station that can temp orarily not service the group supp ort system ecause of resource managemen priorities and station that has failed, so it is imp ortan that the op erating system on the station in question can notify the other participan ts of this situation. Net ork tec hnology As stated efore, comm unication sp eed is the dom- inan requiremen for distributed applications, and our view is that this requiremen should condi- tion the in teraction with the net ork infrastructure. Quite in con trast with the large um er of net ork- indep enden proto cols that ha een dev elop ed in the last ears argue that proto cols on whic dis- tributed computing is to based should exploit the net ork tec hnologies o�ered LANs and MANs. LANs are in tegrated in nearly all mo dern orga- nizations that use distributed computing and the organization-wide distributed systems of the near future will certainly using MAN tec hnology These net orks are ery attractiv as basis for reliable comm unication as they ha prop erties lik lo error rates, high ailabilit high sp eed and bandwidth and pro vide ulticast facilities. Ex- ploiting these prop erties in group comm unication proto cols will result in an imp ortan increase in erformance when compared with the net ork- indep enden proto cols, and users are less and less willing to pa the price for tec hnology indep endence when the tec hnology is there. The est example is the use of hardw are ulticast facilities. Their ene�ts are ofold: minimaliza- tion of the ulti-address message tra�c and ex- ploitation of the hardw are address �ltering mec ha- nisms when mapping group addresses directly in to hardw are addresses and so minimizing the soft are message selection and dispatc hing. Some other net ork prop erties can used to im- pro reliabilit and sync hronism of the proto cols, to enforce ounded execution times, etc. �nd solution for the long-lasting con tradiction et een the lo w-lev el approac (not-scalable) and the high-lev el one (not e�cien t) ha de�ned mo del in whic proto cols can tak the est adv an- tage of the tec hnology they ha ailable, ev en in an in ternet orking en vironmen t. This mo del mak es the group comm unication proto cols see an abstract in terface to the net ork, pro viding set of lo w- lev el services lik address-managemen and message transmission. Suc an abstract net ork can placed at di�er- en la ers in the traditional comm unication sys- tem. or lo cal net ork access the abstract net ork mo dule in teracts directly with the net ork device, in the case of in ternet ork comm unication the ab- stract net ork represen ting the in ternet mak es use of other parts of the comm unication system and ab- stract net orks to transparen tly transp ort the mes- sage to its non-lo cal destination. Once the message is transp orted to the net ork of destination, the system will again tak adv an tage of the prop erties of the LAN to enforce e�cien lo cal deliv ery 20 ]. This sc heme is used to optimally exploit the use of LAN/MAN tec hnology whenev er ailable. Addressing facilities. group comm unication supp ort service should pro- vide users with di�eren addressing facilities to al- lo e�cien referencing of groups of participan ts. The basic facilit is that hardw are multic ast ad- dressing can used, to address group of partic- ipan ts, oiding the need to send messages to this group using ultiple oin t-to-p oin messages. If one an ts to mak optimal use of the hardw are ulticast addressing/�ltering o�ered the VL- SIs, dynamic managemen of the ulticast address space within lo cal area net ork is needed. The mapping from group address to hardw are ulticast address should not static to oid the address space at the VLSI to ecome exhausted after small um er of groups. When station joins group the mem ers agree on whic ulticast address to use for this group, if necessary remapping group with lo tra�c haracteristics in to ulticast ad- dress already used another group. This is all to minimize the use of soft are �ltering whic has ery negativ impact on erformance. Since the participan ts are commonly registered their (48 bits) MA addresses one should giv the user con enien metho ds of addressing the mem ers of group though lo gic al name This frees the user from explicit use of address lists. It also allo ws the mem ership list to hange or mem ers to migrate without the users ha ving to explicitly handle this. The last facilit that is required is the ossibilit to reference subset of the group mem ers through sele ctive addressing. In cases where the user explic- itly an ts to manipulate the address list ha used mec hanism called short addr essing 16 18 to ease and sp eed-up the manipulation. ersatile comm unication or go use of the end-to-end ar- gumen t. The basic service of the comm unication mo dule is to pro vide reliable message exc hange et een group of participan ts. The seman tics of this group com- unication can describ ed com bining prop er- ties of agreemen t, order and sync hronism 14 ]. The agreemen prop ert denotes to who (Quorum or subset) and when (all or none, ev en if the sender fails) ulticast messages should deliv ered. The order prop ert assures in what relativ order (atomic, causal, FIF O) the messages are indicated to the user. It ma seem ery tempting to tak the strongest form of eac of these prop erties and presen one, ery erful comm unication metho to the user of the service. Some researc groups adv cate that o�ering global, totally ordered ulticast through strong RPC st yle in terface ould satisfy all needs of distributed applications 12 ]. ould lik to emphasize that applications ha di�eren require- men ts, esp ecially regarding agreemen and order prop erties. If these di�eren needs are neglected, the comm unication system will force to man sta- tions to join in the comm unication, generate unnec- essary message tra�c or execute to complicated ordering algorithms. As generally accepted, the end-to-end ar gument 17 should dominate the design of comm unication mo d- ule in terfaces. consider it as go use of the argumen to supply the user with set of Qualities of Service (QOS) through whic he can access the group comm unication mo dule and ho ose from the ailable prop erties to obtain comm unication ser- vice matc hing his needs. An example set of QOSs are listed in table 1, as ailable through the AMp group comm unication service 15 ]. The primitiv es are hosen in suc that di�er- en application requiremen ts can ful�lled. The primitiv es range from an unreliable datagram ser- vice to reliable atomically ordered service. It is conform the end-to-end argumen that the applica- tion is not forced to use the primitiv es that pro vide more functionalit than actually needed. There is class of applications that pro vides seri- alization of messages at application lev el, therefore able 1: Qualities Of Service |||||||||||||||||||||| Best-E�ort. Ac kno wledged datagrams with retries to reac certain quorum. Quorum can set either um er of mem ers or subset of addressees. Reliable. Ac kno wledged datagrams with retries and Quorum sp eci�cation lik in Best-e�ort but with guaran tee of deliv ering ev en if the sender fails. tomic. Datagrams deliv ered to all mem- ers (including the sender) or none with to- tal order within the group. Delta. Supp ort for total order of messages based on global time (ac hiev ed sync hro- nized virtual clo ks). Causal All previous primitiv es can deliv er regarding causal ordering. |||||||||||||||||||||| making an atomic message ordering sup er uous for these applications. The comm unication needs of these applications are often satis�ed using simple reliable message transfer. Another yp of ordering that can applied to message deliv ery is the one resp ecting causalit When using comm unication in an async hronous fashion there is the ossibilit that the causal re- lationship et een messages will not main tained when deliv ering messages to the user. Causal in- formation can added to the messages to ensure that proto col mo dule indicates the messages to the user resp ecting this order. Causal order can added to eac of the primitiv es of the comm unica- tion service. do not consider it go use of the end-to-end argumen if primitiv o�ered forces the user to accept more functionalit than requested. There- fore la ering an atomic ordered service on top of causally ordered service violates the argumen t. The user is forced to accept the cost of the causal order- ing ev en if he do es not request it. erformance issues. Three matters are imp ortan when trying to sat- isfy ery demanding erformance requiremen ts of distributed applications. The �rst is, as discussed earlier, explicit use of net ork tec hnology By lo- cating the lo cal execution of the proto col as close as ossible to the LAN, one can ac hiev "startling" erformance gains compared the proto cols that are based on the generic comm unication hannels. The second matter is light-weight design of the group comm unication proto cols. Most of the is- sues in ligh t-w eigh proto cols design are relev an for group comm unications 20 ], ho ev er of them should get extra atten tion. The �rst is that the proto cols should designed to allo high degree of parallelism. The use of ultiple threads of con- trol to implemen the sev eral ongoing comm unica- tions should stim ulated to allo maxim um con- currency and ossible exploitation of ultipro cessor arc hitectures. The second issue is that the handling of receiving frames should ha ery short execu- tion path so that up calls from the net ork in terrupt routine can used to pro cess the frame. The third matter is the abilit to comm unicate with the group comm unication mo dule in an a- sync hronous fashion. This giv es the caller the facil- it to use mec hanisms to collect con�rmations and indications without blo king the execution of the application. Although this enhances the structur- ing of the calling en tit it also puts more emphasis on the need to use proto cols that resp ect causal or- dering. Scale. The group supp ort system should able to scale ell with resp ect to the existence of man groups at the same station and to the use of ery large groups. It is imp ortan to supp ort the notion of client of group, so that in classical clien t-serv er comm uni- cation, where the serv er is represen ted group, there is no need for the clien to join the group to able to comm unicate with the serv er mem ers[ 14 ]. Groups with large um er of mem ers imp ose ossible problem in the area of address handling, the use of short addresses as prop osed in 16 can ery uc sp eed-up the address manipulation ev en when addressing sp eci�c subset of group mem- ers. When exploiting the use of hardw are ulti- cast facilities one can substan tially reduce the im- pact of large groups on the um er of messages ex- hanged. Another problem that has to handled when deal- ing with groups with large um er of mem ers is the ac kno wledgmen strategy If ulticast message is send out to large um er of partici- pan ts, one can exp ect that nearly all participan ts will comp eting to sen the ac kno wledgmen bac at the same time. This can lead to serious con- gestion problems at sending and receiving stations. The problem is not new, and transp ort proto cols supp orting ulticast lik XTP pro vide excel- len damping and slotting algorithms to handle this problem. The matter of handling large um er of groups at the same station will mostly in uence the group managemen related mo dules. It will require in- telligen use of hardw are address facilities to map sev eral groups on to hardw are ulticast addresses, so one can still ene�t from the use of hardw are address selection. Conclusions. In this pap er ha gone through some issues re- lated to the design and implemen tation of group supp ort service. Our main recommendations are: The group comm unication service should an in tegral part of the op erating system. The tec hnology o�ered the net ork infras- tructure should exploited the group sup- ort service. cus on high-p erformance and use ligh t- eigh metho ds to implemen the service. O�er ersatile, ulti-primitiv group com- unication service to satisfy di�eren applica- tion requiremen ts. Use di�eren metho ds ac hiev e�cien address- ing. References [1] Kenneth Birman. The Pr ess Gr oup Appr ach to eliable Distribute Computing ec hnical Rep ort, Cornell Univ ersit Ithaca, USA, July 1991. [2] Kenneth Birman, R. Co op er, and B. Gleeson. Design lternatives for Pr ess Gr oup Memb ership and Multi- ast ec hnical Rep ort TR91-1185, Cornell Univ ersit Ithaca, USA, decem er 1991. [3] K.P Birman and T.A. Joseph. Reliable broadcast pro- to cols. In Sap Mullender, editor, Distribute Systems CM Press ron tier Series, 1989. [4] Andrew D. Birrell and Bruce Ja Nelson. Implemen ting remote pro cedure calls. CM ansactions on Com- puter Systems 2(1), ebruary 1984. [5] D. Cheriton and W. Zw aenep el. Distributed pro cess groups in the V-k ernel. CM an. on Computer Sys- tems 3(2), Ma 1985. [6] Greg Chesson. XTP/PE erview. In 13th al Com- puter Network Confer enc Minneap olis-USA, Octob er 1988. [7] Eric C. Co op er. Replicated distributed programs. In 10th CM Symp osium on Op er ating Systems Princi- ples CM, Berk eley California 94720, USA, No em er 1985. [8] Fla viu Cristian, Rob ert D. Dancey and Jon Dehn. ault-tolerance in the adv anced automation system. In Digest of Pap ers, The 20th International Symp osium on ault-T oler ant Computing IEEE, New castle-UK, June 1990. [9] H. Garcia-Molina and Annemarie Spauster. Message ordering in ulticast en vironmen t. In 9th Interna- cional Confer enc on Distribute Computing Systems pages 354{361, IEEE, June 1989. [10] The ANSA efer enc Manual Arc hitecture Pro jects Managemen t, Ltd, Cam bridge, UK, release 1.1 edition, July 1989. [11] Norman C. Hutc hinson and Larry eterson. Design of the x-Kernel. In SIGCOMM’88: Communic ations chite ctur es and Pr oto ols CM, Stanford, USA, Au- gust 1988. [12] rans Kaasho ek and Andrew anen baum. ault tol- erance using group comm unication. CM Op er ating Systems eview 147{183, 1991. [13] Larry L. eterson, Nic C. Buc hholdz, and Ric hard D. Sc hlic ting. Preserving and using con text information in in terpro cess comm unication. CM ansactions on Computer Systems 7(3), August 1989. [14] D. ell, editor. Delta-4 Generic Ar chite ctur for Dep endable Distribute Computing ESPRIT ese ar ch ep orts Springer erlag, No em er 1991. [15] L. Ro drigues and er �ssimo. AMp: Multi- primitive Gr oup Communic ations Servic ec hnical Rep ort, INESC, Lisb oa, ortugal, ebruary 1992. [16] L. Ro drigues, er �ssimo, and J. Ru�no. low-level pr essor gr oup memb ership pr oto ol for LANS ec h- nical Rep ort, INESC, Lisb oa, ortugal, ebruary 1992. [17] J. Saltzer, D. Reed, and D. Clark. End-to-end argu- men ts in system design. CM ansactions on Com- puter Systems 2(4), No em er 1984. [18] Mic hael D. Sc hro eder, Andrew D. Birrell, Mic hael Bur- ro ws, Hal Murra Roger M. Needham, Thomas L. Ro dehe�er, Edwin H. Satterth aite, and Charles Thac er. utonet: High-Sp d, Self-c on�guring, o- al Network Using Point-to-p oint Links ec hnical Rep ort 59, Digital,Systems Researc Cen ter, alo Alto, California, April 1990. [19] er �ssimo and L. Ro drigues. Group orien tation: paradigm for distributed systems of the nineties. In 3r Workshop on utur ends of Distribute Computing Systems aip e, aiw an, April 1992. [20] erner ogels and aulo er �ssimo. Supp orting pro cess groups in in ternet orks with ligh eigh reliable ulti- cast proto cols. In ER CIM Workshop on Distribute Systems Lisb oa, ortugal, No em er 1991.